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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a technique for properly protecting 
copyright of contents and to provide a device and a system for 
implementing this technique. 

SOLUTION: When supplying contents data, a contents data supply device 
30 obtains an ID of an output device 20 which a user who desires this 
contents data has, from the user and embeds electronic watermark 
information including this ID in contents data and specifies an output device 
20 capable of output to deliver contents data. An output device controller 10 
acquires the ID of the output device 20 from the output device 20 and 
reports it to the contents data supply device 30 and uses this ID to 
discriminate the title to handing of data received from the contents data 
supply device 30 and deforms data in accordance with the title and 
transmits deformed data to the output device and thus mediates data. 





















V 












U 

1 




x Si 



LEGAL STATUS 

[Date of request for examination] 28.1 1 .2001 

[Date of sending the examiner's decision of rejection] 

[Kind of final disposal of application other than the examiner's 
decision of rejection or application converted registration] 

[Date of final disposal for application] 

[Patent number] 3596604 
[Date of registration] 1 7.09.2004 

[Number of appeal against examiner's decision of rejection] 
[Date of.requesting appeal against examiner's decision of 



http://wwwl9.ipdl.ncipi.go jp/PAl/result/detaiVmain/wAAAzSaOpvDA414176551Pl.htm 2/28/2005 



Searching PAJ Page 2 of 2 



rejection] 

[Date of extinction of right] 



Copyright (C); 1998,2003 Japan Patent Office 



http://wwwl9.ipdl.ncipi.go jp/PAl/result/detaiymain/wAAAzSaOpvDA414176551Pl.hta 2/28/2005 



Page 1 of 2 



♦ NOTICES * 

JPO and NCZPZ axe not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated 



CLAIMS 



[Claim(s)] 

[Claim 1] The 1st step which stores the original contents data concerning original contents, The 2nd step to which the input of ID of the 
output unit which the user concerned owns is urged to the user who wishes supply of original contents data, The digital-watermarking 
information which contains in a part said ID inputted by the user according to the predetermined digital-watermarking approach 
[ handling / an approach ] by the output unit controller which said user owns is inserted in said original contents data. The contents data 
supply approach characterized by including the 3rd step which generates contents data with a mark, and the 4th step which supplies said 
contents data with a mark to said user. 

[Claim 2] The digital-watermarking information inserted in said 3rd step is the contents data supply approach according to claim 1 
characterized by being what forms a visible mark on said original contents. 

[Claim 3] Said original contents data are the contents data supply approach according to claim 2 characterized by being image data. 
[Claim 4] The contents data supply approach according to claim 1 characterized by supplying for a printer the data which can be printed as 
said original contents data as said output unit. 

[Claim 5] Said 4th step is the contents data supply approach according to claim 1 characterized by being carried out by transmitting said 
contents data with a mark through a network to said user. 

[Claim 6] Said 4th step is the contents data supply approach according to claim 1 characterized by being carried out by storing said 
contents data with a mark to the are recording medium which said user prepared. 

[Claim 7] It is the contents data supply approach according to claim 1 which performs authentication processing using electronic signature 
among said users, is further equipped with the step which generates the common key shared with this user, and is characterized by said 4th 
step being what supplies said contents data with a mark enciphered with said common key. 

[Claim 8] The contents data supply approach according to claim 1 characterized by having further the step which relates the use tariff of 
said original contents data with the original contents data concerned, and stores it beforehand, the step which acquires said use tariff related 
with the original contents data which said user wished to have, and the step which notifies the acquired use tariff concerned to said user. 
[Claim 9] The storing section which stores the original contents data concerning original contents, ID acquisition section which acquires ID 
of the output unit which a user to the user concerned who wishes supply of original contents data owns, The digital-watermarking 
information which contains said acquired ID in a part according to the digital-watermarking approach [ handling / an approach ] by the 
output unit controller which said user owns is inserted in said original contents data. The contents data feeder characterized by including 
the digital-watermarking insertion section which generates contents data with a mark, and the feed zone which supplies said contents data 
with a mark to said user. 

[Claim 10] The digital-watermarking information inserted in said digital-watermarking insertion section is a contents data feeder according 
to claim 9 characterized by forming a visible mark on said original contents. 

[Claim 1 1} It is the contents data feeder according to claim 9 characterized by connecting said ID acquisition section and said feed zone to 
the network where the output unit controller which said user owns was connected, and performing acquisition of said ID, and supply of said 
contents data with a mark through said network. 

[Claim 12] Reading of the information recorded on the record medium of the 1st class is possible for said ID acquisition section. 
Acquisition of said ID It is carried out by reading said ID from said 1st kind of record medium which said user by whom said ID was stored 
beforehand owns. Said feed zone Information can be written in to the record medium of the 2nd class. Supply of said contents data with a 
mark The contents data feeder according to claim 9 characterized by being carried out by writing in said contents data with a mark to said 
2nd kind of record medium which said user owns. 

[Claim 13] [ when it is what has the 1st authentication section for performing an electronic authentication / said output unit controller ] this 
- authentication processing being performed between the 1st authentication section, and with the 2nd authentication section which 
generates the common key shared with said output unit controller Have further the encryption section which enciphers said contents data 
with a mark generated in said digital-watermarking insertion section using said common key generated in the 2nd authentication section, 
and said feed zone receives said user, this - The contents data feeder according to claim 9 characterized by supplying said enciphered 
contents data with a mark. 

[Claim 14] Said storing section is a contents data feeder according to claim 9 characterized by to have further the accounting- information 
Management Department which notifies the use tariff which associates and stores the use tariff of said original contents data in said 
original contents data, set in that case, acquired said use tariff related with the original contents data which said user wished to have from 
said storing section, and was acquired to said user. 

[Claim 15] It is the output unit controller used in the condition of having connected with the output unit and the contents data feeder. Said 
output unit is what has ID of a proper. While said contents data feeder inserts ID of said output unit as a part of digital -watermarking 
information to original contents data according to the predetermined digital-watermarking approach In the output unit controller which is 
what outputs the original contents data with which said digital-watermarking information was inserted as contents data with a mark While 
acquiring said ID from said output unit and notifying to said contents data feeder ID acquisition section holding the acquired ID concerned, 
and the contents acquisition section which acquires said contents data with a mark from said contents data feeder, The digital-watermarking 
extract section which extracts digital -watermarking information from the acquired contents data with a mark, ID judging section which 



http://www4.ipdl.ncipi.go jp/cgi-bin/tran_^^ 2/28/2005 



Page 2 of 2 



compares ID currently held in the part and said ID acquisition section of the extracted digital-watermarking information, and judges 
whether both are the same, The contents data variant part which generates the contents data which deformed by transforming said contents 
data with a mark when both were the same as a result of the judgment in this ID judging section, The output unit controller characterized by 
having the output -data generation section which generates the output data [ handling / output data ] in said output unit from said contents 
data which deformed. 

[Claim 16] The deformation in said contents data variant part is an output unit controller according to claim 15 characterized by what is 
been removing said digital -watermarking information from said contents data with a mark, and restoring said original contents data. 
[Claim 17] [ while having the 1st authentication section for performing an electronic authentication / said contents data feeder /, when it is 
what can encipher said contents data with a mark with a predetermined key ] this — authentication processing being performed between the 
1st authentication section, and with the 2nd authentication section which generates the common key shared with said contents data feeder 
as said predetermined key From said contents data with a mark enciphered using said common key in said contents data feeder The output 
unit controller according to claim 1 5 which decrypts said contents data with a mark and is characterized by having further the decode 
section which outputs said decrypted contents data with a mark to said contents acquisition section. 

[Claim 18] It is the output unit controller used in the condition of having connected with the output unit and the contents data feeder. Said 
output unit is what has ID of a proper. While said contents data feeder inserts the 1 st digital-watermarking information which contains ID 
of said output unit in a part to original contents data according to the predetermined digital-watermarking approach In the output unit 
controller which is what outputs the original contents data with which the 1st digital- watermarking information was inserted as 1st contents 
data with a mark this — While acquiring said ID from said output unit and notifying to said contents data feeder ID acquisition section 
which holds the acquired ID concerned temporarily, and the contents acquisition section which acquires said 1st contents data with a mark 
from said contents data feeder, it acquired - this — with the digital-watermarking extract section which extracts the 1st digital- 
watermarking information from the 1st contents data with a mark ID judging section which compares ID contained in a part of 1st extracted 
digital-watermarking information with ID currently held in said ID acquisition section, and judges whether both are the same, The contents 
data variant part which generates the contents data which deformed by transforming said 1 st contents data with a mark when both were the 
same as a result of the judgment in this ID judging section, The controller side digital-watermarking insertion section which inserts a part 
of 2nd digital-watermarking information which contains ID currently held in said ID acquisition section to said contents data which 
deformed in a part, and generates the 2nd contents data with a mark, this — the output unit controller characterized by having the output- 
data generation section which generates the output data [ handling / output data ] in said output unit from the 2nd contents data with a mark. 

[Claim 19] The 2nd digital-watermarking information inserted in said controller side digital-watermarking insertion section is an output 
unit controller according to claim 1 8 characterized by being what forms an un-visible mark on the contents which said contents data which 
were generated in said contents data variant part, and which deformed show. 

[Claim 20] The deformation in said contents data variant part is an output unit controller according to claim 1 8 characterized by what is 
been removing said digital-watermarking information from said contents data with a mark, and restoring said original contents data. 
[Claim 21] [ while having the 1st authentication section for performing an electronic authentication / said contents data feeder /, when it is 
what can encipher said contents data with a mark with a predetermined key ] this — authentication processing being performed between the 
1st authentication section, and with the 2nd authentication section which generates the common key shared with said contents data feeder 
as said predetermined key From said contents data with a mark enciphered using said common key in said contents data feeder The output 
unit controller according to claim 1 8 which decrypts said contents data with a mark and is characterized by having further the decode 
section which outputs said decrypted contents data with a mark to said contents acquisition section. 




[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] Especially this invention relates to a system about the handling of a digital content at the equipment list which 

embodies the handling and it of a digital content concerning the protection of copyrights of contents. 

[0002] 

[Description of the Prior Art] Conventionally, the approach of protecting the copyright of contents to the print-line sake using a printer is 
proposed variously. 

[0003] As a means to embody this kind of approach, and it, what is indicated by JP,2000-165652,A (henceforth "the related technique 1 ") 
and JP,2000-194832,A (henceforth "the related technique 2") is mentioned, for example. 

[0004] The related technique 1 makes it a technical problem to control print data appropriately and to protect the copyright of a digital 
content, when printing the digital content where digital watermarking is embedded by the printer. As a technique for solving this technical 
problem, the related technique 1 extracted digital watermarking, embedded it at the concentration value of an image, performed 
modification processing of adding information and has proposed the technique which transforms an image. 

[0005] In case the related technique 2 saves objects, such as a graphic form and an alphabetic character, as data, when the additional 
information acquired from a user at the time of the output of data differs from the additional information already embedded, it has proposed 
the technique which prevents from outputting data by embedding additional information by digital watermarking to the data. 
[0006] Moreover, as other techniques using the technique of digital watermarking relevant to this invention, JP,1 1-239129 ,A (henceforth 
"the related technique 3"), JP,2000-227756,A (henceforth "the related technique 4"), and JP,2000-227757,A (henceforth "the related 
technique 5") are mentioned. These relation technique 3 thru/or 5 have higher dependability, and enables authentication of the relation 
between "electronic data, and an individual/engine, Moreover, showing [ a user / directly ]-with electronic data-individual/engine with 
which it has relation with electronic data that it is in agreement with individual/engine which can attest relation, electronic data, so that it 
may be guaranteed" is made into a technical problem. Using a purchaser's public key as the The means for solving a technical problem, 
"provider equipment enciphers the contents which the purchaser purchased and is sent. Purchaser equipment embeds the electronic 
signature which created and created the electronic signature of contents using the own private key to the contents to which it was sent as 
digital watermarking. When an illegal copy comes to hand, provider equipment verifies the electronic signature of digital watermarking, 
and proposes" technique of specifying the purchaser who purchased the contents which became the origin of this illegal copy. 
[0007] Furthermore, what is indicated by JP,1 1-1 19651 A (henceforth "the related technique 6") is mentioned as other techniques relevant 
to this invention. In this related technique 6, in case a visible mark is eliminated and an un-visible mark is embedded, the technique of 
performing elimination of a visible mark and embedding of an un-visible mark for making indivisible elimination of a visible mark and 
embedding of an un-visible mark in parallel as a technical problem is shown. 
[0008] 

[Problem(s) to be Solved by the Invention] However, by technique which is looked at by the related technique mentioned above, the 
protection of copyrights of contents may not be made appropriately. 

[0009] For example, in the related technique mentioned above, when the most, digital watermarking inserted in contents is the information 

and user ID which the user inputted, and a user can treat it direct picking. Therefore, this user is able to inform a third person of those 

information and ID with malice, and the third person who acquired those information etc. may be able to perform unjust use of contents. 

That is, the effectiveness which eliminates unjust use of contents only with the related technique mentioned above is thin. 

[0010] Then, this invention aims at offering the equipment which embodies the technique and it which can plan the protection of copyrights 

of contents more appropriately after being based on the related technique mentioned above, and a system. 

[0011] 

[Means for Solving the Problem] The artificer of this invention paid his attention to the property with a digital content, as a result of 
repeating examination, in order to solve the technical problem mentioned above. 

[0012] That is, since a stereo is data while it has the description that a thing homogeneous as original can be reproduced, human being can 
recognize a digital content only after it is outputted to a certain output unit. 

[0013] Moreover, in the gestalt of unjust use of contents, transfer of contents data poses a problem from transfer of the very thing, such as 
an image printed, for example, so that clearly also from the description of the digital content "a thing homogeneous as original can be 
reproduced" described previously. And in such a case, those who handed contents data unjustly, and those who received it unjustly are 
separately considered to own the output unit for outputting the contents data concerned, respectively. In addition, if there is an output unit 
here when for example, contents data are image data, it is a printer etc., and if it is in other data, it points out the equipment which can deal 
with the data. 

[0014] I acquired ID of the output unit which a user to the user concerned who asks for it when the artificer of this invention supplies 
contents data from these things owns, and thought it effective to build the system of distributing contents data where the output unit in 
which an output is possible is specified as embedding digital-watermarking information which contains the ID to contents data. 
[0015] In such a system, when the case where contents data are image data, for example, and an output unit is a printer is taken for an 
example, the image shown by the image data concerned only by the printer which the user who acquired image data to normal owns can be 
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printed. That is, even if it passes a third person image data unjustly, by the printer which the third person concerned has, a third person 
cannot print the image but can plan protection of copyrights appropriately rather than the related technique mentioned above. And such a 
concept can be applied also when an output unit is not a printer, and it is effective also about contents data other than image data 
[0016] Specifically, this invention offers the contents data supply approach shown below as The means for solving a technical problem 
mentioned above. 

[0017] Namely, the 1st step which stores the original contents data concerning original contents according to this invention, The 2nd step to 
which the input of ID of the output unit which the user concerned owns is urged to the user who wishes supply of original contents data, 
The digital-watermarking information which contains in a part said ID inputted by the user according to the predetermined digital- 
watermarking approach [ handling / an approach ] by the output unit controller which said user owns is inserted in said original contents 
data. The contents data supply approach characterized by including the 3rd step which generates contents data with a mark, and the 4th step 
which supplies said contents data with a mark to said user is acquired. 

[001 8] It is good also as being what forms a visible mark for the digital-watermarking information inserted in said 3rd step on said original 
contents here. 

[0019] Moreover, said original contents data are good also as being image data. 

[0020] Furthermore, it is good also as supplying for a printer the data which can be printed as said original contents data as said output unit 

[0021] Moreover, by transmitting said contents data with a mark through a network to said user, said 4th step is good also as being carried 
out, and good also as being carried out by storing said contents data with a mark to the are recording medium which said user prepared. 
[0022] Furthermore, the contents data supply approach mentioned above may be applied as follows. 

[0023] That is, in the contents data supply approach mentioned above, authentication processing using electronic signature is performed 
among said users, it has further the step which generates the common key shared with this user, and said 4th step is good also as being what 
supplies said contents data with a mark enciphered with said common key. 

[0024] Moreover, in the contents data supply approach mentioned above, it is good also as having further the step which relates the use 
tariff of said original contents data with the original contents data concerned, and stores it beforehand, the step which acquires said use 
tariff related with the original contents data which said user wished to have, and the step which notifies the acquired use tariff concerned to 
said user. 

[0025] Moreover, this invention also offers the contents data feeder which realizes the above-mentioned contents data supply approach so 
that it may enumerate below. 

[0026] Namely, the storing section which stores the original contents data concerning original contents according to this invention, ID 
acquisition section which acquires ID of the output unit which a user to the user concerned who wishes supply of original contents data 
owns, The digital-watermarking information which contains said acquired ID in a part according to the digital-watermarking approach 
[ handling / an approach ] by the output unit controller which said user owns is inserted in said original contents data. The contents data 
feeder characterized by including the digital-watermarking insertion section which generates contents data with a mark, and the feed zone 
which supplies said contents data with a mark to said user is obtained. 

[0027] It is good also as being what forms a visible mark for the digital-watermarking information inserted in said digital-watermarking 
insertion section on said original contents here. 

[0028] Moreover, said ID acquisition section and said feed zone are connected to the network where the output unit controller which said 
user owns was connected, and it is good also as acquisition of said ID and supply of said contents data with a mark being performed 
through said network. 

[0029] Reading of the information recorded on the record medium of the 1st class is possible for said ID acquisition section. Furthermore, 
acquisition of said ID It is carried out by reading said ID from said 1st kind of record medium which said user by whom said ID was stored 
beforehand owns. Said feed zone Information can be written in to the record medium of the 2nd class, and supply of said contents data with 
a mark is good also as being carried out by writing in said contents data with a mark to said 2nd kind of record medium which said user 
owns. 

[0030] Furthermore, deformation may be added as follows to the contents data feeder mentioned above. 

[003 1] Namely, when it is what has the 1st authentication section for performing an electronic authentication [ said output unit controller ] 
in the contents data feeder mentioned above this — authentication processing being performed between the 1st authentication section, and 
with the 2nd authentication section which generates the common key shared with said output unit controller Have further the encryption 
section which enciphers said contents data with a mark generated in said digital-watermarking insertion section using said common key 
generated in the 2nd authentication section, and said feed zone receives said user, this - It is good also as supplying said enciphered 
contents data with a mark. 

[0032] Moreover, it is good also as having further the accounting-information Management Department which notifies the use tariff which 
said storing section relates the use tariff of said original contents data with said original contents data in the contents data feeder mentioned 
above, stores, set in that case, acquired said use tariff related with the original contents data which said user wished to have from said 
storing section, and was acquired to said user. 

[0033] Furthermore, this invention also offers the output unit controller which can constitute the system by this invention with the above- 
mentioned contents data feeder. 

[0034] Namely, according to this invention, it is the output unit controller used in the condition of having connected with the output unit 
and the contents data feeder, as 1st output unit controller. Said output unit is what has ID of a proper. While said contents data feeder 
inserts ID of said output unit as a part of digital-watermarking information to original contents data according to the predetermined digital- 
watermarking approach In the output unit controller which is what outputs the original contents data with which said digital-watermarking 
information was inserted as contents data with a mark While acquiring said ID from said output unit and notifying to said contents data 
feeder ID acquisition section holding the acquired ED concerned, and the contents acquisition section which acquires said contents data 
with a mark from said contents data feeder, The digital-watermarking extract section which extracts digital-watermarking information from 
the acquired contents data with a mark, ID judging section which compares ID currently held in the part and said ID acquisition section of 
the extracted digital-watermarking information, and judges whether both are the same, The contents data variant part which generates the 
contents data which deformed by transforming said contents data with a mark when both were the same as a result of the judgment in this 
ID judging section, The output unit controller characterized by having the output-data generation section which generates the output data 
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[ handling / output data ] in said output unit is obtained from said contents data which deformed. 

[0035] Here, the deformation in said contents data variant part is good also as what is been removing said digital-watermarking information 
from said contents data with a mark, and restoring said original contents data. 

[0036] Moreover, while having the 1st authentication section for performing an electronic authentication [ said contents data feeder ], when 
it is what can encipher said contents data with a mark with a predetermined key, it sets, this — authentication processing being performed 
between the 1st authentication section, and with the 2nd authentication section which generates the common key shared with said contents 
data feeder as said predetermined key From said contents data with a mark enciphered using said common key in said contents data feeder 
Said contents data with a mark are decrypted and it is good also as having further the decode section which outputs said decrypted contents 
data with a mark to said contents acquisition section. 

[0037] Furthermore, according to this invention, it is the output unit controller used in the condition of having connected with the output 
unit and the contents data feeder, as 2nd output unit controller. Said output unit is what has ID of a proper. While said contents data feeder 
inserts the 1 st digital-watermarking information which contains ID of said output unit in a part to original contents data according to the 
predetermined digital-watermarking approach In the output unit controller which is what outputs the original contents data with which the 
1st digital-watermarking information was inserted as 1st contents data with a mark this - While acquiring said ID from said output unit and 
notifying to said contents data feeder ID acquisition section which holds the acquired ID concerned temporarily, and the contents 
acquisition section which acquires said 1st contents data with a mark from said contents data feeder, it acquired - this - with the digital- 
watermarking extract section which extracts the 1 st digital-watermarking information from the 1 st contents data with a mark ID judging 
section which compares ID contained in a part of 1st extracted digital-watermarking information with ID currently held in said ID 
acquisition section, and judges whether both are the same, The contents data variant part which generates the contents data which deformed 
by transforming said 1st contents data with a mark when both were the same as a result of the judgment in this ID judging section, The 
controller side digital-watermarking insertion section which inserts a part of 2nd digital-watermarking information which contains ID 
currently held in said ID acquisition section to said contents data which deformed in a part, and generates the 2nd contents data with a 
mark, this - the output unit controller characterized by having the output-data generation section which generates the output data 
[ handling / output data ] in said output unit is obtained from the 2nd contents data with a mark. 

[0038] Here, the 2nd digital-watermarking information inserted in said controller side digital-watermarking insertion section is good also as 
being what forms an un-visible mark on the contents which said contents data which were generated in said contents data variant part, and 
which deformed show. 

[0039] Moreover, the deformation in said contents data variant part is good also as what is been removing said digital-watermarking 
information from said contents data with a mark, and restoring said original contents data. 

[0040] Furthermore, while having the 1st authentication section for performing an electronic authentication [ said contents data feeder ], 
when it is what can encipher said contents data with a mark with a predetermined key, it sets, this - authentication processing being 
performed between the 1st authentication section, and with the 2nd authentication section which generates the common key shared with 
said contents data feeder as said predetermined key From said contents data with a mark enciphered using said common key in said 
contents data feeder Said contents data with a mark are decrypted and it is good also as having further the decode section which outputs 
said decrypted contents data with a mark to said contents acquisition section. 
[0041] 

[Embodiment of the Invention] Hereafter, the contents data distribution system which embodied the contents data supply approach and it 
by the gestalt of operation of this invention is explained using a drawing. 

[0042] (Gestalt of the 1st operation) The contents data distribution system by the gestalt of operation of the 1st of this invention is equipped 
with the output unit controller 10, the output unit 20, and the contents data feeder 30 as shown in an outline and drawing 1 . Among these, 
the output unit 20 has ID of a proper and is connected with the output unit controller 10. Moreover, the output unit controller 10 can deliver 
and receive data between the contents data 30. 

[0043] Here, it supposes that it mentions later about the detail of each equipment while giving an example variously, and first, referring to 
drawing 2 , about those outlines, it combines with outline actuation explanation of a system, and reference is made. In addition, although 
explained taking the case of a printer (therefore, a reference mark 20 is given to a "printer" below.) as an output unit 20 below, it cannot be 
overemphasized that the concept of this invention can apply similarly to other output units. 

[0044] As shown in drawing 2 , the output unit controller 10 acquires ID of a printer 20 to the printer 20 concerned, and notifies it to the 
contents data feeder 30 side. The contents data feeder 30 embeds digital-watermarking information which contains ID notified from the 
output unit controller 10 to the contents data (in order to distinguish from the contents data with which deformation etc. is carried out 
hereafter, it is called "original contents data".) which the user who owns a printer 20 and the output unit controller 10 wishes to have, and 
supplies it to the output unit controller 20 as contents data with a mark. When both are the same, after it judged whether the output unit 
controller 10 would have ID which makes a part of digital- watermarking information inserted in contents data with a mark, and same ID 
acquired from the printer 20, and transforming contents data with a mark, the print data which can be printed by the printer 20 are 
generated. These print data are outputted from the output unit controller 10 to a printer 20, and are printed in a printer 20. Especially, in the 
gestalt of this operation, a printer 20 conducts self-investigation and notifies it to the output unit controller 10 by making into printing result 
information whether to have completed the printing result normally. 

[0045] If it carries out from a contents data feeder side by adopting such technique, contents data can be distributed where the printer which 
can print is specified. Moreover, since it cannot print normally by the printer which cannot print to normal, namely, a third person has in it 
only by the printer which corresponded even if it is going to give a third person unjust use of delivering the duplicate of contents data at a 
user side, for example, control of unjust use is achieved. 

[0046] Here, the transmission line which connects an output unit 20 and the output unit controller 10 is for example, an IEEE 1394 high- 
speed serial bus (IEEE Std 1394-1995, Standard for a High Performance Serial Bus) and Universal. Serial It can constitute from serial 
interface, such as Bus (USB), a parallel interface used in order to connect a printer with a personal computer (it abbreviates to "PC" below.) 
from the former. 

[0047] Moreover, as shown in drawing 1 , as a data transfer means between the output unit controller 10 and the contents data feeder 30, 
the network represented by the Internet, an are recording medium, a broadcast medium, etc. are employable, for example. If it is when 
adopting a network as a data transfer means, there is also no limit about the physical level which constitutes the network. That is, the 
telephone line (analog subscriber line), ISDN and xDSL, a cable modem, an optical fiber, etc. may use what kind of communication media. 
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Moreover, also about an are recording medium, there is especially no limit and it may use any, such as FD, and MO, CD-ROM, DVD, a 
magnetic tape. Also about a broadcast medium, CS digital broadcasting, BS digital broadcasting, land-based digital broadcasting, etc. are 
variously employable according to a system configuration. 

[0048] When a data transfer means is the Internet, the contents data feeder 30 can be constituted from a WWW server made to cooperate 
with a database etc., and the output unit controller 10 can be constituted as plug-in of the WWW browser which works on PC of a user side. 
In this case, the contents data feeder 30 can notify the data input demand of various information offers, ID request, etc. to a user side 
WWW browser with gestalten, such as a Web page. 

[0049] Moreover, when a data transfer means is an are recording medium, the contents data feeder 30 can be constituted as a KIOSK 
terminal installed in a convenience store etc., and can constitute the output unit controller 10 as a program which operates on PC which a 
user owns. In this case, if it is, the outline of contents data supply serves as the following, for example. First, a user once performs the 
program which realizes an output unit controller on PC to which the printer 20 was connected, and where ID of a printer is stored in an are 
recording medium, he goes out to the location in which the contents data feeder 30 is installed. The panel for notifying the directions to a 
user etc. is prepared in the contents data feeder 30, and the insertion demand of an are recording medium which stored ID there is 
displayed. If a user inserts an are recording medium in the contents feeder 30 according to the demand and specifies contents data, as the 
contents data feeder 30 was mentioned above, it will perform digital-watermarking insertion, and will write contents data with a mark in an 
are recording medium. A user performs the output unit controller 10 again on PC, processes the contents data with a mark memorized by 
the are recording medium, and prints to a printer 20. 

[0050] Furthermore, if it is when it constitutes the contents data feeder 30 as a KIOSK terminal installed in a convenience store etc., it is 
good also as preparing the part of others which put the equipment which stores original contents data on a pin center,large, and perform 
digital-watermarking insertion etc. in a KIOSK terminal. Furthermore, if it is in this case, the connection between a pin center,large and a 
KIOSK terminal is good also as using the existing network. 

[0051] In addition, as for the data delivered and received between the data and the output unit controller 10 which are exchanged between 
the output unit controller 10 and a printer 20, and the contents data feeder 30, it is desirable to perform suitable encryption processing, 
respectively. For example, it is possible to apply a SSL technique, XHTML, etc. in relation to the latter, when especially a data transfer 
means is the Internet. Moreover, when the processing performed inside each equipment of the output unit controller 1 0, a printer 20, and 
the contents data feeder 30 is attained by the combination of a processor and a program, it is desirable to use the Tampa register ring 
technique and to difficulty-in-reading-ize a processing program by the user, in order to prevent knowing the contents of processing or being 
altered. 

[0052] The output unit controller 10 hereafter applicable to the contents data distribution system mentioned above using drawing 3 thru/or 
drawing 6 , a printer 20, and the contents data feeder 30 are explained more to a detail. 

[0053] Drawing 3 is the block diagram showing the configuration of the output unit controller 10 in the gestalt of this operation, and a 
printer 20. 

[0054] If drawing 3 is referred to, the output unit controller 10 is equipped with the contents acquisition section 1 10, the digital- 
watermarking extract section 120, ID judging section 130, the contents variant part 140, ID acquisition section 150, and the print-data 
generation section 160. On the other hand, the printer 20 is equipped with the printing section 220 for printing ID storing section 210 for 
storing self ID, and print data. Among these, ID storing section 210 is not limited to a certain hardware, and can consist of IC cards, non- 
volatilized memory cards, etc. which contain magnetic-recording media, such as semiconductor memory, such as ROM and RAM, and a 
magneto-optic disk, and these. 

[0055] In the illustrated output unit controller 10, ID acquisition section 150 is notified to the contents data feeder 30 while it acquires ID 
from ID storing section 210 of a printer 20 and holds the ID temporarily. The digital-watermarking information which contains in a part by 
this ID notified to the contents data feeder 30 side to original contents according to the predetermined digital -watermarking method can be 
inserted, and the output unit controller 10 can be supplied as contents data with a mark. The contents acquisition section 1 10 acquires, 
contents data with a mark from the contents data feeder 30. The digital-watermarking extract section 120 extracts the digital-watermarking 
information currently embedded to contents data with a mark. ID judging section 1 30 compares ID currently held temporarily at ID 
acquisition section 1 50 with ID (ID embedded at the contents data feeder side) which makes a part of digital-watermarking information, 
and judges whether both are in agreement. The contents variant part 140 performs deformation processing of contents data with a mark, 
and outputs the contents data which deformed. The deformation processing in the gestalt of this operation here removes digital 
watermarking from contents data with a mark, when ID which serve as a candidate for a comparison in ID judging section 130 is in 
agreement, and suppose that it is it what restores original contents data. From the contents data (namely, restored original contents data) 
which deformed, the print-data generation section 160 generates the print data [ handling / print data ] by the printer 20, and outputs them 
to the printing section 220. Thereby, in a printer 20, the original contents shown by original contents data are printed. 
[0056] The digital-watermarking method used in the gestalt of this operation here is explained. The digital-watermarking method used in 
the gestalt of this operation should just be equipped with the ability to perform [ that digital-watermarking information can be extracted in 
the digital-watermarking extract section 120 as the description, and ] deformation of removal of digital watermarking etc. in the contents 
variant part 140. therefore, not the thing limited to a certain specific digital-watermarking method but Nakazato and Matsui: "the proposal 
of the signature watermark method which displays copyright positively" and the Institute of Image Electronics Engineers of Japan - a 
method as shown by volume [ 27th ] No. 5 (1998) can be used. It is suitable to use the signing method by the Peano scan and the two 
approaches of digital watermarking by the formation of distributed secrecy of signature information for coincidence in this method. In the 
signing method by the Peano scan, it is the description to prepare the pseudo-random-number sequence used for a signature to a subject- 
copy image, and to take the exclusive OR of a original pixel and a pseudo-random-number sequence in order of the Peano scan. Moreover, 
frequency conversion, such as a fast Fourier transform, a discrete cosine transform, and wavelet transform, is performed for example, to 
original contents data as other digital-watermarking methods, and after spacing through a frequency domain and adding information, the 
method which performs reverse frequency conversion can be used. After, as for the block with which the Fourier transform was performed 
for every block, it spaced further, and information was embedded after original contents data added and diffused PN sequence in the 
digital-watermarking method by said fast Fourier transform as an example, an inverse Fourier transform is performed, the again same PN 
sequence is added and digital watermarking should just be embedded. 

[0057] Moreover, if reference is made about the approach of extracting the digital-watermarking information currently embedded to 
contents data with a mark in the digital-watermarking extract section 120, the method of acquiring the information about the approach of 
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extracting digital-watermarking information through the Internet, when the data transfer means shown, for example in drawing 1 is the 
Internet etc., and extracting digital-watermarking information based on this information is suitable. 

[0058] Furthermore, as mentioned above, in the gestalt of this operation, the contents variant part 140 removes digital watermarking from 
contents data with a mark as deformation processing of contents data with a mark, and it performs restoring original contents data. It 
supposes that it is the digital-watermarking information where the digital-watermarking information inserted in the contents data feeder 30 
was more specifically embedded by the visible mark, i.e., the digital -watermarking method of a visible mold, about this, and it is suitable 
for the contents variant part 140 to suppose that this visible mark is eliminated. 

[0059] Moreover, in the print-data generation section 160, it is suitable for the processing which generates the print data [ handling / print 
data / the contents data which deformed to the printer 20 ] to use the art which develops the binary-ized data of binary-ized Perilla 
frutescens (L.) Britton var. crispa (Thunb.) Decne. for image data in band memory for example, using the error diffusion technique etc., and 
the art which develops in band memory by use image data as multiple-value data again, and makes this data binary per raster line. 
[0060] Drawing 4 is the block diagram showing other examples of a configuration of output unit controller 10a in the gestalt of this 
operation. 

[0061] If drawing 4 is referred to, output unit controller 10a is equipped with the contents acquisition section 1 10, the digital-watermarking 
extract section 120, ID judging section 130, the contents variant part 140, ED acquisition section 150, the print-data generation section 160, 
and the digital-watermarking insertion section 170. Among these, the contents acquisition section 1 10, the digital-watermarking extract 
section 120, ID judging section 130, the contents variant part 140, and ID acquisition section 150 operate like what is contained in the 
output unit controller 10 shown in drawing 3 . Moreover, the print-data generation section 160 operates like what is shown in drawing 3 
except for the point that a processing object is not the output of the contents variant part 140 but the output of the digital- watermarking 
insertion section 170 so that clearly from drawing 4 . Therefore, about these, the same reference mark as the example mentioned above is 
attached. 

[0062] This illustrated output unit controller 10a is the point further equipped with the digital-watermarking insertion section 170, and 
differs from the output unit controller 10 mentioned above. This digital-watermarking insertion section 170 is for embedding digital- 
watermarking information which contains in a part ID currently held at ID acquisition section 1 50 as opposed to the contents data which 
the contents variant part 140 outputs and which deformed. In detail, the digital- watermarking insertion section 170 is for inserting it to the 
contents data which deformed for print-line reasons, such as identification information of the user who prints, identification information of 
the output unit controller 10, or ID of a printer 20, using as digital watermarking information that an identification information [ about a 
person or a printing control system ] and/or print-line sake is performed, such as hour entries, such as a date and time of day. 
[0063] Here, considering as an un- visible mark is suitable for the watermark information embedded in the digital -watermarking insertion 
section 170. Moreover, as for the watermark information embedded in the contents data feeder 30 in this case, considering as a visible mark 
is desirable. Furthermore, the method (JP,1 1-1 19651 ,A) which performs elimination of a visible mark and embedding of an un- visible mark 
in parallel to the time of eliminating a visible mark and embedding an un-visible mark as a digital-watermarking method can also be used. 
[0064] When unjust use of contents data arises, even if it is by considering output unit controller 10a as such a configuration, for example, 
it will become easy to specify the user who participated in it. 

[0065] If here explains again the actuation in output unit controller 10a, in the illustrated output unit controller 10, ID acquisition section 
150 will be first notified to the contents data feeder 30 while it acquires ID from ID storing section 210 of a printer 20 and holds the ID 
temporarily. The digital- watermarking information which contains in a part by this ID notified to the contents data feeder 30 side to 
original contents according to the predetermined digital- watermarking method can be inserted, and the output unit controller 10 can be 
supplied as contents data with a mark. The contents acquisition section 1 1 0 acquires contents data with a mark from the contents data 
feeder 30. The digital-watermarking extract section 120 extracts the digital-watermarking information currently embedded to contents data 
with a mark. ID judging section 130 compares ID currently held temporarily at ID acquisition section 150 with ID (ID embedded at the 
contents data feeder side) which makes a part of digital-watermarking information, and judges whether both are in agreement. The contents 
variant part 140 performs deformation processing of contents data with a mark, and outputs the contents data which deformed. Here, as 
mentioned above, the deformation processing in the gestalt of this operation removes digital watermarking from contents data with a mark, 
and restores original contents data. The digital- watermarking insertion section 170 performs insertion processing of digital watermarking to 
contents data (namely, original contents data restored in the gestalt of this operation) after deformation processing was performed. The 
print-data generation section 160 generates the print data [ handling / print data ] by the printer 20 from the contents data with which digital 
watermarking was inserted in the digital-watermarking insertion section 1 70, and outputs them to the printing section 220. Here, when 
digital watermarking inserted in the digital-watermarking insertion section 1 70 is an un-visible mark, print data present the same printing 
result as the case where original contents are printed. In response to such print data, a printer 20 prints the original contents shown by 
original contents data. 

[0066] Next, with reference to drawing 5 , the concrete configuration of the contents data feeder 30 is explained. 
[0067] As shown in drawing 5 , the contents data feeder 30 is equipped with the contents storing section 3 10, the digital-watermarking 
insertion section 320, a feed zone 330, and ID acquisition section 340. The contents storing section 310 stores original contents data 
beforehand. ID acquisition section 340 acquires ID of a printer 20 from the output unit controller 10 through data transfer means, such as 
the Internet. ID acquisition section 340 receives to the output unit controller 10 by the side of a user, sends ID sending-out demand etc., and 
the input of ID is urged to it, and, specifically, it acquires ID to which sending out etc. has been carried out by that cause. Under the present 
circumstances, in advance of this, the assignment of original contents data considered as a request is received from the user side 
immediately after this ID sending-out demand. If ID is received from ID acquisition section 340, the digital-watermarking insertion section 
320 will acquire the original contents data for which a user asks from the contents storing section 310, and will embed acquired ID as 
digital -watermarking information to the original contents data according to the predetermined digital-watermarking insertion approach. The 
predetermined digital-watermarking insertion approach used here should be just the same as that of the digital-watermarking method which 
depends on a digital-watermarking method which was mentioned above, and is used in the digital- watermarking extract section 120. 
Furthermore, the digital-watermarking insertion section 320 outputs the original contents data with which such digital -watermarking 
information was embedded to a feed zone 330 as contents data with a mark. A feed zone 330 supplies contents data with a mark to the 
output unit controller 10 through data transfer means, such as the Internet. 

[0068] It connects with that network, and both sides acquire ID through a network, and ID acquisition section 340 and the feed zone 330 in 
this contents data feeder 30 supply contents data with a mark for them through a network, when data transfer means are networks, such as 
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the Internet. On the other hand, when a data transfer means is an are recording medium, ID acquisition section 340 reads ID stored in the 
are recording medium, and a feed zone 330 writes contents data with a mark in an are recording medium. Here, the are recording medium 
by which ID was stored, and the are recording medium by which contents data with a mark are written in may be the same media, and may 
be different media. 

[0069] It is the case where it is installed in a convenience store etc. although an usable thing is as having already stated also with a KIOSK 
terminal use gestalt [ a contents data feeder ], and when used with a gestalt which is connected with a pin center,large in a network, 
deforming, as shown in drawing 6 is also possible. 

[0070] That is, contents data feeder 30a shown in drawing 6 is equipped with the digital-watermarking insertion section 320, a feed zone 
330, and ID acquisition section 340 among the contents data feeders 30 shown in drawing 5 . On the other hand, contents enclosure 3 10a is 
prepared in the pin center.large side connected to contents data feeder 30a in a network. Like the contents storing section 310 shown in 
drawing 5 , this contents enclosure 3 1 0a stores original contents data, and consists of databases. 

[0071] (Gestalt of the 2nd operation) The contents data distribution system by the gestalt of operation of the 2nd of this invention is 
explained using drawing 7 thru/or drawing 9 . 

[0072] In the gestalt of this operation the contents data feeder 30 As are shown in drawing 7 , and in addition to the configuration (refer to 
drawing 5 ) by the gestalt of the 1st operation mentioned above it has the authentication section 350, the decryption section 360, and the 
encryption section 370 and the output unit controller 10 is also shown in drawing 8 In addition to the configuration (refer to drawing 3 ) by 
the gestalt of the 1 st operation mentioned above, it has the authentication section 1 80, the encryption section 1 82, and the decryption 
section 184. 

[0073] The authentication section 350 in a contents data feeder and the authentication section 1 80 in an output unit controller perform the 
electronic authentication according to a predetermined communications protocol through data transfer means, such as the Internet. It is 
suitable for this electronic authentication to carry out with electronic signature and a key delivery method. It is possible to use various 
methods devised until now as an electronic signature method and a key delivery method, for example, an ellipse DSA (Digital Signature 
Algorithm) signature and ellipse DH (Diffie-Hellman) key delivery can be used. An ellipse DSA signature (henceforth EC-DSA) is 
described below. EC-DSA is ANSI. It is specified to X9.62 etc. and the contents consist of three phases, key generation, signature 
generation, and signature collating. In addition, although the procedure in each of these phases is explained below, in order to omit the 
overlapping publication, it replaces with a contents data feeder and an output unit controller, and abstracts and explains like Devices A and 
B. If it puts in another way, if there is when operating as a device A and operating as a sink side by the initiative, if there is the 
authentication section 350 by the side of a contents data feeder when performing an electronic authentication, it will operate as a device B. 
On the other hand, the same is said of an output unit controller. 
[0074] First, the procedure of key generation is explained. 

(t) Set to the EC-DSA key generation device A, and it is the :step 1. : The elliptic curve E constituted on ZP is chosen. Divide the number 
of the points on E (ZP) among the big prime factor n. 
Step 2: Point P**E (ZP) of order n is chosen. 

Step 3: Section Statically characteristic and the integer d which cannot be predicted are chosen out of [1 , n-1]. 
Step 4: Q=dP is calculated. 

Step 5: The public key of A sets the private key of (E, P, n, Q), and A to d. 
[0075] Below, a signature generation procedure is explained. 

(2) Encipher Message m as follows in the EC-DSA signature generation device A. 

Step 1: Section Statically characteristic and the integer k which cannot be predicted are chosen out of [1 , n-1]. 

Step 2: kP= (xl, yl) and r=xl mod n is calculated. It is considered by conversion from a binary expression here that xl is one integer. If it 
becomes r=0, it will return to step 1 (reasons of security.). It is code equality if it is r= 0. s=k -1 {h(m)+dr} mod n Since a private key d is 
not included. 

Step 3: k-1 mod n It calculates. 

Step 4: s=k -1 {h(m)+dr} mod n is calculated, h is a secure hash algorithm (SHA-1) here. 

Step 5: If it becomes s=0, it will return to step 1 (;s-l in which s-1 mod n does not exist if it becomes s=0 is step 2 of signature collating, 
and it is the need). 

step 6: the signature of Message m - an integer - constructing (r, s) — ** - it carries out. 
[0076] Then, the procedure of signature collating is explained. 

(3) In order to collate the signature (r, s) of the device A in the EC-DSA signature collating m, Device B performs the following things. 
Step 1: The true copy of the public key (E, P, n, Q) of A is obtained. 

Step 2: r and s are the section. [1 n-1] It collates that it is an integer. 

Step 3: w=s -I mod n and h (m) are calculated. 

Step 4: ul=h (m) w mod n and u2=rw mod n is calculated. 

Step 5: ulP+u2Q= (xO, yO) and v=x0 mod n is calculated. 

Step 6: A signature will be accepted if it becomes v=r. 

[0077] Next, ellipse DH key delivery (henceforth EC-DH) is described. EC-DH is ANSI. It is specified to X9.63 etc. and the contents 

consist of two phases key generation and exchange, and key shared. First, the procedure of key generation and exchange is as follows. 

[0078] (1) Set to EC-DH key generation and the exchange device A, and it is step 1. : Section Statically characteristic and the integer x 

which cannot be predicted are chosen out of [2, n-2]. 

Step 2: a=xP is calculated. 

Step 3: Device A sends a to Device B. 

It sets to Device B and is step 1. : Section Statically characteristic and the integer y which cannot be predicted are chosen out of [2, n-2]. 
Step 2: b=yP is calculated. Device B sends b to Device A. 
[0079] Next, a key shared procedure is described below. 

(2) EC-DH key share step 1 : In Device A, KA=xb=xyP generates a common key. 
Step 2: In Device B, KB=xa=xyP generates a common key. 
Step 3: Since it is KA=KB, Device A and Device B share a key. 
Authentication processing is performed by the above procedures. 
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[0080] Thus, if sharing of a common key is made, in each of a contents data feeder and an output unit controller, encryption and decryption 
processing will be performed using this common key, and supply of the contents data using that encryption and decryption processing will 
be performed. In addition, the method of a code and decode can be used by any methods proposed until now. 

[0081] Hereafter, also with reference to drawing 9 , actuation and the function of each part are explained collectively. First, a printer 20 
notifies ID of the self stored in ID storing section 210 to the output unit controller 10 (notice of ID). Electronic signature is created using 
the authentication section 180, and it transmits to the contents data feeder 30, and on the other hand, the output unit controller 10 creates 
electronic signature using the authentication section 350, and transmits the contents data feeder 30 to the output unit controller 10 
(electronic signature). 

[0082] As a result of this electronic authentication processing, as the output unit controller 10 and the contents data feeder 30 were 
mentioned above, a common key will be shared. 

[0083] Then, the authentication section 180 notifies the common key obtained as a result of authentication processing to the encryption 

section 182 and the decryption section 184. On the other hand, the authentication section 350 notifies the common key obtained as a result 

of authentication processing to a contents data feeder side at the decryption section 360 and the encryption section 370. 

[0084] If the encryption section 1 82 by the side of an output unit controller moreover receives ID from ID acquisition section 150, using 

the common key, encryption processing is performed and ID enciphered at the contents data feeder side is sent out (notice of encryption 

ID). 

[0085] If enciphered ID is received, using a common key, the decryption section 360 by the side of a contents data feeder will perform 
decryption processing, and will notify decrypted ID to ID acquisition section 340. Then, it is the same as the gestalt of the 1st operation 
mentioned above until contents data with a mark are outputted from a feed zone 330. 

[0086] If contents data with a mark are received from a feed zone 330, using a common key, the encryption section 370 by the side of a 
contents data feeder will perform encryption processing, and will supply the enciphered contents data with a mark to an output unit 
controller side (encryption contents supply). 

[0087] If the contents data with a mark enciphered from the contents data feeder side are received, the decryption section 1 84 by the side of 
an output unit controller will perform decryption processing using the common key which received from the authentication section 1 80, 
and will output the decrypted contents data with a mark to the contents acquisition section 1 1 0. Then, a process until print data are 
outputted and it is printed in a printer 20 from the print-data generation section 160 is performed like the gestalt of the 1st operation 
mentioned above. Moreover, also in the gestalt of this operation, like the gestalt of the 1st operation, a printer 20 conducts self- 
investigation and notifies it to the output unit controller 1 0 by making into printing result information whether to have completed the 
printing result normally. 

[0088] In addition, also in the gestalt of this operation, in order to prevent the contents of processing being known by the user, or being 
altered about the processing performed inside each equipment, it is desirable to use the Tampa register ring technique and to difficulty-in- 
reading-ize a processing program. 

[0089] Although the configuration which was mentioned above and which the both sides of the contents data feeder 30 and the output unit 
controller 10 equip with the encryption section (370 and 182) and the decryption section (360 and 184) as the gestalt of the 2nd operation is 
shown in drawing 7 and drawing 8 was shown good also as a configuration which it supposes that the contents data feeder 30 is equipped 
with the decryption section 360, and it does not have the encryption section 370, and the output unit controller 10 is equipped with the 
encryption section 1 82 on the other hand, and is not equipped with the decryption section 1 84 - carrying out - the - it is good also as 
reverse. Furthermore, it is also possible to constitute the authentication section and the decryption section also in preparation for a printer 
20. 

[0090] Moreover, although explained using the example which deformed so that it might have the authentication section, the encryption 
section, and the decryption section in the gestalt of operation mentioned above by using as the base the output unit controller 10 and the 
contents data feeder 30 which are shown in drawing 3 and drawing 5 If it is good also as the base and what is shown in drawing 4 if it says 
about an output unit controller is said about a contents data feeder, it is good also considering what is shown in drawing 6 as the base. 
[0091] (Gestalt of the 3rd operation) The contents data distribution system by the gestalt of operation of the 3rd of this invention is 
explained using drawing 10 thru/or drawing 12 . 

[0092] In addition to the configuration (refer to drawing 5 ) by the gestalt of the 1st operation mentioned above, the contents data feeder in 
the gestalt of this operation has the accounting information Management Department 380, as shown in drawing 10 . The accounting 
information Management Department 380 has the database which comes to store accounting information, such as a use tariff related with 
original contents data, and sends out the accounting information according to the original contents data read from the contents storing 
section 3 1 0 to an output unit controller side. Here, the database which comes to store accounting information may be formed separately 
from the accounting information Management Department 380, and may be built into the contents storing section 310. Moreover, in the 
illustrated example, although considered as the configuration which included the accounting information Management Department 380 in 
the contents data feeder, it is good also as preparing this separately from a contents data feeder. In that case, even if it is, about the database 
which comes to store accounting information, such as a use tariff, you may be included in the independent accounting information 
Management Department, and it may be prepared so that it may become independent in itself, and may be included in the contents storing 
section 310. 

[0093] In addition, other components 310 shown in drawing 10 , i.e., the contents storing section, the digital-watermarking insertion section 
320, a feed zone 320, and ID acquisition section 340 operate like the gestalt of the 1st operation mentioned above. 
[0094] On the other hand, in addition to the configuration (refer to drawing 3 ) by the gestalt of the 1st operation mentioned above, the 
output unit controller in the gestalt of this operation is equipped with the accounting information acquisition section 190, the charge 
calculation section 192 of accounting, and the electronic banking section 194 as shown in drawing 1 1 . The accounting information 
acquisition section 190 acquires accounting information from the accounting management storing section 380. Based on the accounting 
information which the accounting information acquisition section 190 acquired, for every predetermined period, the charge calculation 
section 192 of accounting totals accounting information, and computes the charge of accounting. The electronic banking section 440 is for 
settling electronically the accounting tariff which the charge calculation section 192 of accounting computed, and notifies settlement-of- 
accounts information to a contents data feeder (specifically accounting information Management Department). As the electronic banking 
technique in the electronic banking section 440, the existing electronic banking technique, such as a credit card and cybermoney, is 
employable. In addition, in drawing 1 1 , although considered as the configuration which included the accounting information acquisition 
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section 190, the charge calculation section 192 of accounting, and the electronic banking section 194 in the output unit controller, it is good 
also as preparing these separately from an output unit controller. 

[0095] In addition, other components 1 10 shown in drawing 1 1 , i.e., the contents acquisition section, the digital-watermarking extract 
section 120, ID judging section 130, the contents variant part 140, ID acquisition section 150, and the print-data generation section 160 
operate like the gestalt of the 1st operation mentioned above. 

[0096] Hereafter, actuation of each part is explained also with reference to drawing 12 . First, a printer 20 notifies ID of the self stored in 
ID storing section 210 to the output unit controller 10 (notice of ID). The output unit controller 10 notifies this ID to the contents data 
feeder 30 further (notice of ID). The contents data feeder 30 embeds this ID to original contents data as a part of digital-watermarking 
information (digital-watermarking insertion), and supplies it to the output unit controller 10 as contents data with a mark (contents supply). 
[0097] Especially, in the gestalt of this operation, the contents data feeder 30 (specifically accounting information Management 
Department) notifies the accounting information corresponding to the supplied contents data to the output unit controller 1 0 side according 
to the retrieval result of a database (notice of accounting information). 

[0098] If contents data with a mark are received, the output unit controller 10 will perform ID judging, contents deformation, generation of 
print data, etc., and will output print data to a printer 20 (print-data output). The printing result which shows whether the printer 20 printed 
using print data and has been printed normally is notified to the output unit controller 10 (notice of a printing result). 
[0099] In addition, in drawing 12 , although it is indicated that processing of ID judging in the output unit controller 10 etc. is performed 
after the notice of accounting information is performed, as for these processings, any may be performed first. 

[0100] In an output unit controller, each processing of acquisition of accounting information, the total of the accounting information for 
every predetermined period, and electronic banking is performed by the accounting information acquisition section 1 90, the charge 
calculation section 192 of accounting, and the electronic banking section 194, and the accounting information Management Department 
380 by the side of the contents data feeder 30 is notified of the settlement-of-accounts information finally acquired (notice of settlement-of- 
accounts information). 

[0101] As for the information are delivered and received between each equipment like the gestalt of other above-mentioned operations also 
in the gestalt of this operation here, it is desirable to be performed suitable encryption processing, and in order to prevent the contents of 
processing being known by the user, or being altered about the processing to which it is carried out inside each equipment, it is desirable to 
use the Tampa register ring technique and to difficulty-in-reading-ize a processing program. 

[0102] In addition, it sets in the gestalt of the 3rd operation mentioned above. Although explained using the example which deformed so 
that it might have the accounting information Management Department 380, the accounting information acquisition section 190, the charge 
calculation section 192 of accounting, and the electronic banking section 194 by using as the base the output unit controller 10 and the 
contents data feeder 30 which are shown in drawing 3 and drawing 5 If it is good also as the base and what is shown in drawing 4 if it says 
about an output unit controller is said about a contents data feeder, it is good also considering what is shown in drawing 6 as the base. 
[0103] 

[Effect of the Invention] As explained above, since contents data can be supplied where the output unit in which an output is possible is 
normally specified at the time of supply of contents data according to the contents data supply approach and system of this invention, the 
protection of copyrights of contents will make it more suitable. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the outline configuration of the contents data distribution system by the gestalt of operation of this 
invention. 

[Drawing 2] It is drawing showing outline actuation of the contents data distribution system by the gestalt of operation of the 1st of this 
invention. 

[Drawing 3] It is drawing showing an example of an output unit controller applicable to the contents data distribution system by the gestalt 
of operation of the 1st of this invention, and a printer. 

[Drawing 4] It is drawing showing other examples of an output unit controller applicable to the contents data distribution system by the 
gestalt of operation of the 1st of this invention, and a printer. 

[Drawing 51 It is drawing showing an example of a contents data feeder applicable to the contents data distribution system by the gestalt of 
operation of the 1 st of this invention. 

Prawing 6] It is drawing showing other examples of a contents data feeder applicable to the contents data distribution system by the 
gestalt of operation of the 1st of this invention. 

Prawing 7] It is drawing showing an example of an output unit controller applicable to the contents data distribution system by the gestalt 
of operation of the 2nd of this invention. 

Prawing 8] It is drawing showing an example of a contents data feeder applicable to the contents data distribution system by the gestalt of 
operation of the 2nd of this invention. 

Prawing 9] It is drawing showing outline actuation of the contents data distribution system by the gestalt of operation of the 2nd of this 
invention. 

Prawing 10] It is drawing showing an example of a contents data feeder applicable to the contents data distribution system by the gestalt 
of operation of the 3rd of this invention. 

Prawing 11] It is drawing showing an example of an output unit controller applicable to the contents data distribution system by the 
gestalt of operation of the 3rd of this invention. 

Prawing 12] It is drawing showing outline actuation of the contents data distribution system by the gestalt of operation of the 3rd of this 
invention. 

Pescription of Notations] 

10 Output Unit Controller 

110 Contents Acquisition Section 

120 Digital-Watermarking Extract Section 

130 ID Judging Section 

140 Contents Variant Part 

150 ID Acquisition Section 

160 Print-Data Generation Section 

170 Digital-Watermarking Insertion Section 

1 80 Authentication Section 

1 82 Encryption Section 

1 84 Decryption Section 

190 Accounting Information Acquisition Section 

192 Charge Calculation Section of Accounting 

194 Electronic Banking Section 

20 Output Unit (Printer) 

210 ID Storing Section 

220 Printing Section 

30 Contents Data Feeder 

310 Contents Storing Section 

320 Digital-Watermarking Insertion Section 

330 Feed Zone 

340 ID Acquisition Section 

350 Authentication Section 

360 Decryption Section 

370 Encryption Section 

380 Accounting Information Management Department 
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tCa}m-7-i> Zi><DV$>Z>C ii L-ct>nt,>. 

[00 19] H5i3*yy7-;U3>7->'>7 : -^ 

[0 02 0] JgCC. fftiBW^gibT:/'; 

iu S5ie^-y i>t;i/3>f>->f-^i brEngijpjti 40 
&t*- * *eMs&-rs c <t t lx i>&{,\ 

[0 02 1 ] *fc. Jt5S3S&4©X7^:7"«. 15133— v 

t£ttLX* » vy-#&ftLXmiE-?--i>tf^i'7~i''y 

T-Z*mm?i>Ct<<c£t). ftt>tlZC£i:lsXi>& 

<. MI33— *r<DmmLLtcwmf&fttc*iLxmMZ^->? 

£tLXi>B&\ 

[002 2] ±j£Lfc3>^>-;>7 r - 
£#© J: 5 KIdJS 0 X i>£U,\ 
[002 3] ±Mb/c3>7">^7 J -^«*& 50 
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^fctec^r. 85133— <rt<Dmxm*mz>km^tc& 
sEsas*m>. S3— !f<bftw-rs*jisis:^)t-ri^ 

-rs-^jgKffi*.. f5!BS&4©*:r? B583«jl« 
(CfcO Bg^{t3 nfcfSiBv- f#3 > -r- $ 

*&-r 3 b<Dv s> z> c 1 1 lx 

[0024] &tc. ±2lfca>f>^f-$«K7ja 
(Ctel >T . 1513* i^7-;U 3 > > V 7 s - * ©*0JB*4£ 
^Sf** 'J i>7-JU3 >7->->7 : - ^tCMaWWr^fefg 
&rtl/T*5< t5l33-1f©^Lfc*y^7- 

;u3>7 v >->7 r -^ icmmm-t h ntcm^nmn^WL 
wt^y-wt. b5I33— tf cc*f u x^mm l tern 
mH&*mta?z>x?-->y£&m.< l cffiit2 > c££Lxi> 

[0 02 5] J^Ttc5>Jp-rSJ: ^Jc. 

±13 L tc 3 > > 7 s - f #JS*^*S|ii-r £ 3 > 7" > 

[0026] *^bjoc * ^t-;U3 

ttttff&. ^-y^7-ji'3>T->->7 ; -^©^t&*#M-r 

S3— !f^P>SK3— y©BFfWf Stii^lSIS©! D€rBX 

IB^';^7-;l'3>7 v >^7 I -$(CifAU-C. V-i7#3 

>7->'>7 ; -$^gErsm^^LJfASP<t. B5I33 
-VlCttLX. f5l3-7-;?#3>7 u >->7 :: -5??:«*S-r 

[0027 ] C CT, B5l3m-?-S^L/»Ag|JtC*jC^rJf 
A3nS^^S*^«#g?:. f5I3* , ;i?7-Jl'3>7 : ->^ 
iKpjm-?-^ &Bf8,-rZ> $><DX$>2> C£tLXi>£k 

I 0 0 2 8 ] b5I3 I DBXf#gPRO*f5l3«*&SP«. 

b5I33— «f©BffWt-^m^a3> h a-^©«igisn 
fc*? h 9-d7ic*fu-r. s^sn-efco, b5I3id© 

Kf#SO'B5f3-7-i7^3>7->^7 r -4'©tt*&ii. S5I3 
[0 02 9] IgCCtJ. b5I3 I D8tf#a$«. ^ 1 ©SS© 

t mm#K.im $ nfcflMR*BHn?«Ba *> or* o . m 

131 D©Kf#«, ^J?)B5g3I D©*SiWSn/cB5fB3— !f 
fr\&?Ct<<c£*)'i : it>in. B5l3ttt&g|5{3:. 02©ffi5S© 

fmm&Ktt vxm®L*WTh?>-*iifeu 4>©t?$> o . mn 

v-i7ft3>T->'>-r-^©«ite«. 15133— !f©SrW 
-T Sb5I3^ 2 ©Sffl©f3Ji^K:^0-rB5fB-7- 
t*- ^ 5rSiiOC tM: <£ Otf C i i 

[0030] Jg(C. ±j^L/c3>7 i >->7 r - : >«#&^g 
(c>r* t -C ;A©cfc 5 lc$£B&m*.X 

[0031] -r^fe^. u&ofc3>f i/^-areas 
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1>T . filE^S** l-#A8IWC:tel>T:£j&<* ntcffiis.-? 

-*tt3 **Bg#<tf *mic 

< t $ n/cH5i2-7 - p 3 > f is *j * i, c t 

i^T 10 
[0 03 2] ttc. ±^Lfc^>7 i ><>7 ; -$«*&^g 

Ktei>T, ftiiEteSfiglStt, B?IB*yy^;U3>^>^7 i 
- £ ©*Jffl*4^*|Jg E* 'J i^* ;i> n > f - > v 7 s - Z few 
»ttWT&jfrr£fc©-e*9. -e-©*s£&c*$i,>T t otie 

» 6 ftfcf5iEfUffi&£*«rfBteilrt^a> U OTBa 
-tf CC».L fcfiJ/B*4£©iI*tl£tT 5 fl&flNR* 

[0 03 3] H&C. *^«. ±fELfcn>7->->7 r - 
*«*&3£g *^Ocj;^->xfA*«fiSot#S 20 

Htfjggn > h n - ^ * 4>&#rr 

[0034]^^, *#H!iCJ:tll£. ^l©tti*« 

Kw/tt titcvm-c&m $ ft s w^sig 3 > h 
a-^ot, miEtH^auHw© i D^wrsfc 

©-C&9. B«IE3>-r>^7 r -df«*&ilS«^fS©^ 

u^fficcee o r ^ y ^ ^- ;b a > f"- ^ tc» u 
-r& £&K.mi?.mTm> Lttm<Dff> as ft*:* ^t- 

IEtH^g*^mifE I D£15tf#l.. B?fE3>f->->f r - 
*«IS«BR:*fOTaJai-J-ii*«:. agEBmu/c I D 

I D^SPi^ B?fE3>7 u >->7 : -^«*&^ 
g*> 6 HirlE V- £>tt 3 > 7- > S> 7*- * £|Xf# -T £ 3 > 7- 

JSSftTO/c I D<fc£Jtt$$U ffi^lH]— -C£>£#>5#> 

5 1 Dwsspi. & i DffljeaMcfcwawje© 40 
nutm— v&zm&u:. 1> ft* >?•> 

V -r- $ LX %m § ftfc 3 >-r > V f - Z 
TS3>^>^5 :r -*^gPi. fJfE^3n/t3>7 i 

yyr-ffrib. B5fEta^gKtet,»rKaDrtl^ta* 
7 s - * ££fi£-f Sffi^lT 1 - *4fiSai5i tL £ c 4 

[0 03 5] CCT, BUiE3>f i >->7 ; -5'^§P{C*J 

itriE-7-^( : t3>7 i >->7 :t -^^6i5fiE^; 

Z&gjtfZtb.X'ibZ* C£iL-C*>lH>. 50 
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[0036] */c. mrlE3>7 i >>7 r -^«il6Slg*sm 

^ uriE-v - ? ft 3 > v f- z imm^m-cssmt 
iE3>T->^f ; -f mt&mm t «wr ^«ii^©^x% 

?f 5IS2©fgiES|5<t. mflE 3 > f- > •> f^- ^ 
*Jl»riWIB«ail*fflt»"CB|^b3tite8WBv-^=i 

«^tL-. a#<bL/cijlE-7- ; >ft=i>f>^f r -** 
[003 7 ] Mtc. *:^HjtcJ:*a{*. ^2©tti^g3 

g£«:Si^3nfc«si-c«ffl3nsm^i?a3> na- 
7-c^o-r. HiriEtB^stJHW© i D*w-r-5>fc©-e 
a o . ifriB3 >t-> y <?- zm^^mm'&ow^ifi 

LftmcU^, X * V V>i-)\> 3 > f > V 7 s - ^ *C*f LMIE 
Ul^^g© I D5r-a»C^t?!ft 1 ©S^t§*> Ottl8?:# 
AT & 4 ^Cigfit 1 ©m-f-S^ Ott$8©#A S ft*::* 

JU3 >7=-> 7 7 s - d? 1 © V- 3 7 s 

-^4L.rtB^jTS4>©-C*S. fcb*^g3>F-D-7 
Kfc^r. mTIEtti^g*>eMIE I C&HStff b. I5IE3 

>f->^y : -S' mz&micttLxmtQ-rzt&ic. as 
mffbfc i Dz-mmc&m-rz i D^tasi. tuiE3 

> 7" > V 7 s - ^ «^^g^ 6 BUfE^ lCV-^^n^f 

>^7 ; -$=&IRf#T^3>7 i >->IXf#aJ<b. IRffL/cgE 

^1 ©V-*^3>7 u >^7 r -**>6^1 ©^3®*>L/ 

^•S*>Lt»$B©-gPK:^**-i* IDi. friEI DHXf#§P 

*^>*>§^**|J5£TS I D«5£g|5i. m D«5£gPilc*j 
W-6*iJ3S©^. M#*5|5l-'C*.SJt^«:. ItflE^l© 
-7- t>tf^>7->VT--i>$:$tfcUX$£&£titc^yf- 
>^7 ; -$**eg-rS3>7->'>7 r -f^S154 > HifiE 
^3nfc3>7">->7 ; -*K:*tL/rmrtEI D3Xf#a»c 
fcl>T§S3nTI,ifc I DJSr— Sf5W:^tfm2©m^^ 
L/tt^-gC^JfAL. ^2©-7-i/ft3>7 u >->7 : - 
^5:^ST^.3> hn-7fflijmT-@^b#ASP4. ttfll 
2©-7-i/f^3>7->'>-r-^* i 6. BulEa^gtcfe 

^xmmmtmt)^- z ^tsa^ ^^esp 

4£ll;i*c£&!HJt4£-rSW:frS£g3> Y a-^tm 

[0 03 8] CCt, mflE3>hP-7(Wm^-2*>Ul¥ 
AgP{c*Jl»-CjfA3n-5S2©m^^L1t$8« > MiE 
3 > v 7 s - 5?^SI5K:*jUt:S^ 3 n/cmflE^B 3 
ft ft 3 > t-> "J f- $ (Djjk-? 3 >7->y±tc#v]U-? - 

[0 0 3 9] MfE3>-?->^7 :t -^^g|5{C*jW 
MsE-7-^#3>7 i >->7 i -i'*^BfisEm^ 
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LmmzvkUL xm&* y v>i- ju ^ > ? > •> t 1 - $ 

[0 040] M&ctt. frffiza frftfe&IEtf 
«*BE*fT9 *:«>©!& 1 ©sgaESBSrWr 6 fe®-C*i 

WI3 3 > ^ > 7 s - $ & * ftiISI©£fiX 

^*jurHtriB«ii^i?:fflorB§^b§nfcKiiav-d7f=t io 

*tB-<HtU ffl-^kLfcfIIB^- ; 5'«3>^>-7 7 r -i' 
[0 04 1 ] 

n > "J 7 s - * W&^&Rt^J-i^J^b Ufa =i > 

[0 042] (mi ©nisoff^) *^©m i <Dmm 20 
miicmztizzsic, m^g=j> 1 0, ai 

^g2 0. Ri>-n>^>^7 r -f«*&^S3 0 <fc?r<l 
*Tt>£. C©5*5. tttt£!S2 0». IWOID5:f 

£„ Site. UlMg3>ho-7l0(J. n>7->->7 r 
- * 3 0 t <Dffl-C t 5 - Z ©JgS£*T 5 C <t 6. 

[0043] cct. &sg©f£«c-x>-c». m*m 

~X>T. S2£#M0ft#6. ^^©^BgffiimftBJ! 30 

0<t Lr7"';>^* (ft^>T. feTRc*$i,>T«. r^«; 

>*J CC#M^2 0«:ff-r. ) *mic£<0ltt.W-?2> 
a*. *^HJ©«l^ffi©a^gK:>Ff ^Isjflltc^ffl 

[0 044] 02«:^5n-5J:^{c > HJMg3>ha 
-7 10B. ^'J>f 20 y > f 2 0 © I D 

£8tf#U -etx*3>7->'>7 r -^«*&^g3 OffliKcji 

fcrrs. 3^v>f-*itegg3 0«, 2 

0Mffl^8B3> h a-7 1 0 4§r#T Sa-f ©t 40 

-r- ^ <t KgiJ-T £ tabic {*Wi-)i>zi>7-i,y 
*J il^, ) K*fbT. fflMg3>K3-7l0* 

■7-i'ft3>-r>77 r -$<t L/T. h 
D-72 0icmi&?Z>. tti^B3> ha-7 1 Ofct. 

tW8©— gp^r^r-r I Di, 7*) >£2 0*P6Btf#l,ft: I 

^fOi. v-i7#3>x>->7 r - *©^Jf5£tiofc± so 
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r. 7* y > $ 2 o let EnPMtl^Ensir- * 

ccEn^-fii. m^g3>H3-7io*>6 
^•y >*2 octttbrtfcfrSft. :/y >*2 o&tfci^T 

[0 04 5 ] C ©J: 5 &^&£&J8T 9. 3 

>7->^7 r -$«t&^afiij^e.-rntf. En^M^^y 
win 7 1 - * omk^mirti; z<D^.jEmm*tt 

te^iCti, I D© — SLfc^y >£T?L#\IE^cEH 

EPSijr^JSOfc*. ^FiE*tJffl©ffl>$iJ*5S?»nS. 
[0 04 6] CC-C. tt*^g2 0<!:Ui^gn>hn 

i oi^^-rse^ssw. m« i eee i 3 9 
4i*a^yr;u^'^ ( 1 E EE std 1394-1 
995. Standard for a High P 
erformance Serial Bus) -fcU n 
iversal Serial Bus(USB)&<fc' 

b-^-ir (l^T rpcj iBST. ) i^y>*«r«N«r 
Sfc&tcfflt,^ nr c ^ rc-'^ ^ u ;u ^ > $ y * - x <b*-c 

[0047] $/c v 0 iiC7jk2ti2>£5ic. mtimm.^ 
^iSiS (.T-rufuaAmm . 1 sdn. x d 

K$IJIEt3:ft< . FD-^. MO. CD-ROM. DVD. 

asm?— -ftezo^-rti&m^r <t>mi,\ m^mw^c-o 

[0 04 8 ] f-*a*#S*»-f>f-*5. hf^-Sti 

*ilgn> ho-? 1 04^.— tf-y--r K©pc±rii5!& 

-C#S. C©ig£\ 3>f>7f-^itJgg3 0(J, 
9^ ©tSfSS^-^ I D^^ct'©^- f A^S3?«W e 

b ^ - z?2$<mmv -if fwwwwT'^ ^ -ytc ii^-r ^ 

[ 0 0 4 9 ] 7*-*Jg£#e#gSi&<*-e&*i§ 
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>^f s -*«»©«i«tt. matt. *©<fc5ttfe©&ft 
*>„ ^-tm, :/y>*2o©»»s*ifcPc± 

«*£gg3 OKffAbT, a:/?-:/?*'-*©****? 

/c7-^ft3>f>7f-^MIUt7 , 'J >*2 OK 
[0 05 0] HOC, r3>^>u/f r -^^^g3 O^rn 

**S*W4«aB*-fe>*-CcK#, WF»*»UfA«* 

[0 0 5 1 ] !U*8l3>ha-9 10i^»;> 
* 2 0 4 (DIBIT* 0 <t 9 3 ft 4 *&tflUfttttE:a > 

h SSLWX 
[0 05 2]«T, B3 7J£HB*flH»T, JJUc3 
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1 Ott. 3>r>->BX?#§Pl 1 0, WHk*\Mja&\ 

2 0, ID«E»13(K 3>^>^SBK»14 0. I 
DK» 15 0, StfBJRIf*- 1 6 0 £«*.T 

i>&«> — ^y>»2o». as<DiDt«««fc 

tf><D I D4&MS2 1 0, EPM^-jr^Ennr&ftiaMDEP 
0J8B2 2 0*«ilTl*S. C<D5^, I D»ttS|J2 1 0 

maa % rom, RAMft^o^^i 

[0 05 5] i^n/cffl^gl3>FP-7l O&Cte 
1>T, I DBtffSBl 5 0«, 7'»J>*2 0<D I DttffiSS 

2 i 0*6 i d*bk»u *<o i d*— mttotmn-rz 
t#tc. 3>f>'>f-^^i3 ofcaarr*. c 

mc'<£-,x, mantel d awc^t**^* utt 

=3> hP-7 1 ow:gy&*r SC4^-C*5. r3>7">'> 
20 HWHSffl 1 Ott, 3>f>7f-^fegS3 0*6, 

i»*««i*utiwi*ttar *. i dwssb 1 3 0 
a*u««©-»fe«n- 1 d (^>?~>y^~2imm 

Smttao^xMib&Ztitc I D) i*tt«U W*P— 
30 ^JBtefctfiXJgffiffitt. I D«J£« 1 3 0 tefclv-cJt 

epj^-^a^gpi 6ott ^$n/c3>f>7f- 

40 [0 0 5 6 ] ccr, ^|Jt©088fc*jc»rfflti6tis 
S^offlfflspi 2 0tcfc^r«^®*oi««3&5ttar# 

7«»5# (1 99 8) rSKShi<t5tt*SC«:Sl»S 
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tvmttimwimmztzctfimwi-c&z. stc. e© 

5££J8i,>£c<fc#T?£-5>. — mt LXmiEmm? - v x- 10 
a ? tmx. ?->) x^*5?f fen. s 6fcjg#> Ltfmv 

[0057] JSfc, «^f3l*>OfflW8Pl 2 OtCteOTv 
- 2 a > t- > ^ f- * Gcffi&ii * ftri^-S S^2*> o 

[0058] »c, IMbfcJ: ^{c*HSfi©jgS8{c*jt» 
t, 3>x>7^SBl 4 Ott. ?-^7^3 >f->^7 ; 
-t'fDg.fcMmtLX. v-i7#a>7->^-5 s -$^6 

tcT setoffs, c^ciso. .tDjiftffKctt. m 
«. 3>7->7f-$«}^i3 otcfc^rifASft* 

u^-r«*c*nytm^-^bttfB-c*-sib. 3> 
:r>y^gisi 40«. cronjtlv-i'om^tf -5 c 

[0059] ElJgiJf 1 - 1 6 0 KteUT , 

C^fgftEIJJi^-^^T^afiStt. fflf*.Mm&a;tt 

[006 01I4B, XmMV&miCtsVZtiiJjgi&a 
> b D--7 1 0 a©<6©fliJ0cW&7nT:/a v i>mxib 

[0 0 6 1 ] a4£#J{g-r*£. tH^g3>hD-5 
lOatt, >->HXf#SPl 10. m^3®*iUtfflttlSi5 

12 0. I DWSSB 130. a >f >U»SOBaiJ 140. 
I DK?f SB 15 0. EPBUt*- *£j?£SI$ 160. RVm* 
®#>U¥ASB1 7 0*<f*.-Ct>-5«, C<D5*>. 3>-=r> 

•>ax?#si5i i o. m^®^bfflwgpi 2 o. i dwm&i 50 
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13 0. 3>f->>^g|Jl 4 0. RC? I DHXffSCl 5 

ott. s3tc^3n2>w^KS3>hci-7 i o«c^s 

3S160tt. 04*»f>BJ<=>*>fcJ;5K:. S5Sm*S3> 
^JfJglS 1 4 0 ©fcb;*j-cttsc < . H^2*> GttASP 
17 0Offl^T*SMi#, 0 3tC^<*ft£fc©<!;|5l 

few t r«©*hw*9 * ft o r * s . 

[0 062] C©0«^3ft<fctftfjgH3> o 
att. m^S*>b#ASU 7 0*MteffijtTi,>£.£.-t\ 
±ll?tHi^l3>l-a-7l0i^4. C©H^- 
^L/lfASPl 7 0«. 3>-f> > >^g|51 4 0©W* 

-rs^sn/c3>^>iy7 I -$cc*fL-r. mtt. i 
DBStffgfll 5 OKHSHSFSnrt** I D£-g|»cgi?J:5 
rj:m*Mftummzm&iMstctb<Dt><DX-$>2>. WtL< 
tt. *^2*>L#ASI51 7 Ott. EnBfl^T^a— tf©^| 

sijttfR^w^g3> ha-? i oommm^LK » 
7'';>#20©id& iEnewf it.#-^En®J$iJaii'^ t- a 

usaofc t* ©Bsrai*$Rfc t<o\m^^m^ Ltux. %t 

j&Ztitca>r>y^--5it l cMLXft\-rz>tcito<Di><D 

x*>z>. 

[0 06 3 ] CCt, fS^-j&frUJfASIU 7 OlCis^X 

mx&z. s/c c corns . ^>7->yr-s>mtemg. 
3 o (c*j^-caest)C & tizmip oitiRttPimv- ^ i-r 

« V -;>©?«* <!: ^ BJtl-^ - f ©«* ii* % Mtf t T ?f 
(«PHHF1 1 - 1 1 965 1) =£«t^C<tfe-C 

[0 064] ffl^jS|g3>hu-7l 0a£t©J:5fc 

[0 06 5 ] CC-C. I±l^g3> 1 0 aCC*$ 

*^g3> 1 OKfc^r. IDBX©SiJ15 0 

tt. y>)>$2 0© 1 D«JWSP2 1 Ofrh I D=&HXf# 
L/. -e© I D£-B#ff)K:&}#-r 3>7 : ->->7 r 

r-z&i&gms ofsJKfcc^rtt. ^-•;y ; ^jU3>7-> 

yCCfctL/T. 3fS©^^^LS(cfi£-p-C. ii5ai$n/c 
I D%-gi5^t?m^^L.t§?R^}fAL'. v-^^n 
>f^f-*iltH)^gga> 1 0(C«i|i& 

■r-5Ci*i-Clr-5 0 3>-7 u > , >BXffg|Jl 1 Ott. 3>^ 

^*IXf#-rS. ^S^L-ttaSBl 2 Ott. v-^ttn 

tid-T I D*iJ5Sgp 1 3 0 tt. I DlRfSSB 1 5 0 K— B# 
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id o>f > < ;>7 s -*«*&iegMcfci>TS&&$ft 

A: I D) <fc£J±g<U M^#— &Lrt,>a*>§rt>£ffl;£ 

•r*. a 1 4ob, -7-i?^^y->y 

tt. J^Ufci-^K, ^-i'ttn^f- >';f-*HS 
T-jgA>b£l$*U *!)yt*3>f >->7 s -^«:«7C 

-r a &©■?*&„ s^-jg*>G*fA§&i 7 o«. %mm. 
spi 6 o«. m^2^L/#ASPi 7 o jcfc^-rm^-a*^ 

bODJfASnfca^^^^-r-^*^. 2 OK: 

rK9»t»ift&fcEIWI* ! -**£jiRU En©J8U2 2 0 (C 
CCT, m^S^bWASPl 7 0(CteC»-C» 

A5n^m^s^u*^njfiv-^-c*.5.ia^, Enra^ 
- * «. * »; y 3 > y > y * Enm l fc*»^4 @8<z> 

SWT, yy>*2 0B, ^ n ^-r > f 1 - 5? 20 

[0066] 05?r#ML.t:. 3>-r->'>7 r -$ 

[0 0 6 7 ] S5«:^3*a-5J:^K:. 3>f>^^-5» 

«*a§ig3o«. n>f->^tsiWgB3 1 o, mi-m^L 

»A353 2 0, «*&gP3 3 0. I DflXf#SB3 4 0 

3>7=->->^iWg|53 1 Ote. ^«>. tfyi^vb 
a^f^y^-aittttLTI,**. IDKffgiJ340 

©f'-SS^S^L-C. 2 0© I D£IXi# 30 

f£. JWttWCtt. I DHW#aS3 4 0». a— tfWJCDHJ 
Agga>H3-7 1 O's^U-C. I DMUiS^*^ 
*tt£t/T. I D©A^£(5U -eftK:J:9aifcb3?;*4-i 

«. c© I Dgfcbg3£©iEf£K:. a— tfffl(*^«. STM 

<. m-^2^L.JfASP3 2 0H, I DB*f#g|534 0*'<E> 
ID*SWm-Si. 3>7 W >'>^SI53 1 0#><E>JL-1f 

tt. i^O/Ccfc^^m^S^L/^tCckSt©-^**). 
m-^M^ L/fflttiSB 1 2 0 tcfeti-CJfll* &miPS#> L^SC 

<tpj— ©fe©-c*nt*«fct,»„ mk. mT-s#>i/#ABP3 
2 0 «. -e©j; 5 tem*m&uffim<Dmibik&titc* v 

iit, {tt*sa$3 3 ok*h,-c. tH^-rs. «*&aJ3 3 
ow:. ^©^-^is^&Srrt-u-c. v 

-^«n>f->^r-$^tH^^S^> h 1 OK: 50 
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[0 06 8] C©3>f>->f-$«^g3 0(CfcW 
£ I DIXff 8G3 4 0 SO'«*&gB3 3 0 tt. 
8*^>*-*? hi?©*? h-7-i>r*.*>i©^. 
ife, •£©*•;> I- -7 feigns* ft. h"7-i>£:f> 
OriD«flttfU X. ^-^^-^^Uv-l'ff 

SS^(*-C*SJS^, I DBWf 353 4 0 tt. 
ftmZtitc I D«R»i&». &*&Si53 3 0H, v-^ft 
rJ>7 u >^7 r -^?:§fSj®tfK:SjXtf <> CCT. ID© 

[0069] ^^r^vr-n 
3mts:mmBm-ci>&im*im-c$> set ttgtjcs^fcii 

mm2ti2>£5r J :Bmt l cxm^t>tizm£iaz. 06 k 

[0 07 0] BP^, S6KC^3n€.=i>7 : ->'>7 I -$tt 
*&&g3 0a«. SSCc^Sn^n^-rV^f 1 -^^ 
gI30O^%, ^SA>O#AgP3 2 0. PJ&SP3 3 
0MI DEKf#gP3 4 0£«;L-Ct«>S <> — #. n>^> 
«!£§Sfi3 0 a«C*v h C7-d7f^$n5-fe 
>5?-fflijK:«n>T->^tSiW^g3 1 OaAWe-tl 

C©n>f u >->tSiW^g3 1 0 i5K^$ti 
S=>>7->^tSWSP3 1 0<t|5J«fC, 
>->^-5f^iWrifc©-C& , 3. W^-tf^-^^-^ 

[0071] (HI2 ommmm) ^zmornz omm 

oMBic <t S n > "J f- $ z -r A tco i, 
07 7bS0 9 *fflt>rSiHj-r 
[0 0 7 2 ] *HiS©^sgK:*jc»r«. 3>^>>>f r - 

3 5 0. *t-sHtSB3 6 OSiy'Bg-^{kg|53 7 0*fjir*i 
.fc^K. ±^LfcMi©*ii©^K:«fc^^ (03# 

13) kjjii*, s-usp 180. Bg#{ta$ 1 8 2 sva^t 

SP1 8 4Zffi*.X^Z>. 

[0 07 3] n^^^^^-^^i^gfCfcWSiSaEgP 
3 5 0ifflMgn> ha-7(C*JW-2>^!iiEaJl 80i 

©ffiM^n h3;WcQ£-,fcm-^S!aE*?f ^. C©^-fi2 
SE« . m^fS« *J <t ^ilffi^SCtc J: •) tf ^ C 4 *W® 

0. mil tIRDSA (Digital Sign a 
ture Algorithm)S2*iMtlRDH 
(Diffie-Hellman) ^ISS^ffll^C^ 
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tfRDSASS OUT EC - DSAil^) 
tC-Ol,»-rWT«:^^„ EC- DSABANS I X 
9. 6 2&£'K:8I3£<*ttT*5»3. ^©rtgtJ. 

§SJ8£©HO©8|ig*>e>&*. &*$. 

t- f «*&^g{|]©ISSEgiJ3 5 0 -?-©£SgCC J: 0 , 

[0 0 7 4] ST. SI^£©^JllK:o^-C3iHjr-5„ 

(1) EC-DSA^iKE 
fvWJSA&CfcC^T : 

: ZP±«:1i/$-r*«RftiliiE£illR-r 
S„ E (ZP) ±<D*<Dmtt*ts:mWln-cmK)WtiZ 

ct. 

Xt--j72 : {4^n©*PGE (ZP) ZfflRtZ* 20 

Xt" 7 7'3 : m.r$ [ 1 . n - 1 ] OtefrfrhWWHC 

#W*^^1-C * C >H» d £ iSJR-T & . 

Xf-vZfA: Q= dP4tH5-r-5. 

Xr^5 : ACD^HSiB (E. P. n. Q) . A© 

inmutd 

[oo75] ~ogtc> mzzm^mia^xsmTz. 

(2) EC-DSAfS&S 

f^VXAtC&C^-C. J£TF©.=fc5tcy ^-te-^m^Bf-sf 

: EBB [1, n - 1 ] (DKfrfrli&mK. 30 

<tm tft-o^m-c * % k * sjR-r s „ 

Xf^2: kP= (x 1. y 1) *j«fcO*r = x 1 
mod n£ltirrS. CCTx Uttct^Ht^^i- V 

r = 0fr6B§-ff3?5£ s = k-.l {h (m) +d 
r} mod n *J«SSSId £^g£cC>/cit>) . 
^7=--y^3 : k-1 mod n SrgtiTrS,, 

?7'4 : s = k-l{h(m)+dr} mod 
n^rttS-TSo CCTh«t+ a TA^a7JWJ 40 
XA (SHA- 1 ) -C*£. 

L>s=0&6&, s-1 mod n##&0fcC>;s 

- 1 \zm&ms<DX7- v 72 x-.&m „ 

^T-fT'e : j< f -b-t;m©g«*il^<D^ ( r . 

s) i-rs. 

[0076] m^x . g«JK£©^JlHK:-?C>-C18Bjrr 

(3) EC-DSAfM^ 

m©&A>©fO<.f *a©S£ ( r . s ) ^M^f &fc«> 50 
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: A©&SS (E. P, n. Q) ©Jt©3 

Xf?y2 : r*i<fci>*s;WH;F.fl [1. n-1] © 

3 : w=s-l mod nte.fctfh (m) 
*8ti?f *. 

» 7" 4 : u 1 = h (m) w mod nis JrO'u 
2=rw mod n SrttgLT & . 
*f-?:/5 : u 1 P + u 2Q = (xO. yO) fccfctf 
v=x0 mod n£tt#f-5>. 

[0 07 7 ] ^(C, ffiRDH^iHai (feTFE C - DHi 
CO) Cto^raw*. EC- DHteANS I X9. 
6 3 fc<t*«:8i5£<?*VCfc9 . ^©rtgtt^fcJ&teJ:^ 

^©^jura^r©® o r 

[0 07 8 ] (1) EC-DHH£j&te«fct>-3£& 
fX-iX AiC fees T 

^■r ^^l : EH [2. n - 2 ] ©ft#>*>6fi>a<Jfc: 

#w*^^m-c^^c^^x?r)S^-r^. 

: a = xP£fHrr&„ 
: ■ fV-W*Attf^W.XBK:a*i5!&. 
f^-W* B&ctec»-c 

*7-?7"l : Era [2. n-2] ©&*>*>6#fcJK: 

7.7-v7'2 : b = yP*ttgT5. ^U^BBf^ 
-fXAtCb^iH-S. 

[0 07 9] i8*H?©^JIl£fcrRCj£-<£,, 
( 2 ) E C - D Hl&tfcff 

*f-*:/l : f^WXAti:fcl>tKA=xb = xyP 

Z7-yy'2: f/WXBKfcHrKB=xa = xyP 

^f^3 : KA = KB40t7 : /WXAi7 ; AV^ 
BBHSrftWTS. 

[0 08 0] C©JOteLT*il^©^#fr3ft£ 

^^^©^ttcta* -ccc»£34vci>& £'©<*: 5 ft 
[0 08 1 ] felT. H9*fc#B3L,r. SSB©ttffcRtf 

t&mK.^-cm-exi&w-rz. *r. ^y>*2 0i*. 
i D^imaJ2 i o&cteiWLT *>*§#© i D^ai^g 

3>ho-7i OKiifcrf * ( I Dil»i) „ U)AKI3 
>ha-7ioB, isaESP i 8 o *m\.>-cm*m&&i? 
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=i>^>-;>7*-£«itei&g3 0«. ISaEg|J3 5 0£ffll> 
-f 3 (H^-SS) . 

[0 08 2] e0*?BK&a®£MR. U^lggn^ h 

[0 08 3] m>-C. ISIESfl 180B. BIBBacDttA 
f#6ft/i:*jI@*Bi#<bg|5 1 8 2 SOWftSU 184K 

-c shesp3 5o«. mtMmommwhtitc&mm* io 

S#{tg)5 3 6 O&tfHg-SffbSPS 7 OtCji*0T-5„ 

{tSi518 2«. I DBStfUSBl 5 0*6 I D^SWSi, 
^©^jlgS^/B^T, Bf^b^a^ft^ 3>f>->5 1 

-f^^gflpjtcnt^bsnfc i Dtaur* (Bf-stfb 

I Dil*0) „ 

[0 08 5] =J>f >';>7^-*«*&3£gffliJ©«-SHbSR3 
60B. Bg-SffbSttfcl D^SW^t, 

r. a^fb«Hi*tfi,». ts.mtLtci d£ i D8tf#gi53 

4 0{Cii»]-rSo ^©f£. PJ&g(53 3 0*6-7-^^3 20 

moBmtmcx&z. 

[0 08 6] n>f->^7 r -i'«*&ggffliJ©Bg#{bgB3 
7 01^ «t&SP3 3 Ofre.v-^tfa^^-jr-** 

[0 08 7] U1^I3> h Ci-7ffliJ©«^bgP 1 8 4 
ftt^yf- >^7 1 -^ *§WK-5,«!:. SUgPl 8 0*6 30 

Utfj-rs. *©&. EnBO^-df^RSB i e ofrbwrn-? 
-zifimjjzti* 2 occ*jc»tepj8fj3*t,.&st 

©jSHtt. ±j$U/c®l©*K5©^!l§<!:|5jfil«:Lr^to 
gn>ha-^ i oicjifcrr*. 

[0088] *mm<DBmtc*si>Ti>, s$sgi*j 40 
[o 0 8 9 ] ±ftvfcm2<D3m<mmia<si,>xi*. m 

7Rtf0 8K:7n3:nSJ:5tC. 3 ■r'-^tftif&SS 
S3 0MH)7JgE3>ha-7 1 (XDMJjtbBgmt 
SP ( 3 7 O&tf 1 8 2 ) SO'ffl^bSP ( 3 6 ORtf 1 8 
4) *«it4«JS8*S%LA:*». n>x>-;>:r--£gyS$S 
g3O*5«^{b§03 6O£if*JtOlE^{bei53 7 O£ii 50 
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i^Ciit. HJMI3> 1 0#Bg 

^bSP 1 8 2 £«!*.&o{fi^ba5 1 8 4*fit*fct,>«fi£ 

2 o tc & bes* <t mm baffle* -cnutx-r * c <t 4> njf& 
[0 090] g/c. ±^ofc*ig©0S§K:tec»rtt. 0 
>f->->7=-^«*&«a3 o^-^-^iLrisaas. Bg 

a>7->-yr- zmi&ms.icmi'X'mz-ii. 06 toss 

[009 1 ] (IS 3 ©Hli©^SI) *|%BjcDm3 ©^ifi 
©^Sltc «t •& 3 > > y 7*- if * ^ a tco i i-c. 

01 onmmi 2*m^xt$m?*>. 

[009 2] *HSS©^CC*$WS3>f ^V?-*®; 

*&§bh«. 01 ott^sn*^^ ±awc$i©* 

Sfe©?i5S§fcJ:^^)j£ (05 #18) Ccjjn*. ^^fffB-gS 
g|53 8 0?rWL,rt,^„ H^1f$8 ( »aSP3 8 0«> * 'J 
yt^3>f>^f-fK MSf^ W 6 n/cfjffl^^© 

^#t»ffi?rtsmb-c^S7 r -i'-<-^*Wb-r*j>). 3 
>-f >-;»*s*flgi53 1 o*6^ta3n-5*';^^^3> 

f > "J - f KiiS D fc^ttfS* m^J^g 3 > h a - v 

mic&ai?zi><Dx$>z. cc-c. m£tfmz&mi>x 
wrfcm^o. =i>7 u > < >ts^gi53 1 otcffl^jAsn-r 

•gffigP3 8 0?:=J>7->->7 :r -i'#^lia^ffl*^/c 
ttj££L/T cn*3>f>->7 :r -*tt|Sgg<h 

t. mmn&mvm&tffflzftwuxtjiZT"-* ^-^ 

n>7 u >->*S^S|53 1 OfCffl^ji^nr 

[009 3] ftti. H 1 0 «:^$n-5ffe©«Egg^ T 
^ctD^. 3>7">^^gP3 1 0. m^-S*L/#AS153 

2 0 . «*£giS3 2 I DSX?fg|53 4 0 B. ±i^Lfc 
» 1 ©l?ife©^SI£l^««: UX®{*? Z>. 

[0094] —a. *jiis©?f^(c*jw5a^s=j > 

ho-7(i. 01 lK^Sti^J:^^. ±^L/cSl© 

mB&<Dtei&K.£z>mis. (I3#d tcsn^.. s^ts«iR 

f#gp 1 9 0 . i$#$H?UJgI5 1 9 2 Rvm+frim 1 9 4 

*fit*-to-&. ^ft^Kffasi 9o«. i£&©gt&*rt 

Si33 8 0*6Pl^t»$R«:K»-rS*>©-C*-5„ P^f© 
USP 1 9 2 «. I$£ti ^K^SiJ 1 9 0 ©Ktf b/cS#tS 

«r»iii-r*t©r*^. ^mj$gfl4 4 0 ». SI^SC 
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m^ttmtmm tcafcnrs. n*&m 
- fwv*-4 ^©BBWHt^ifcSHM* turn? s 

C<t*5f#S. ft*i. 01 lKfcOTTB. 

gp 1 9 0 . ^^*4»tiiSP 1 9 2 &Cfl*?ftfflrflS 1 9 4 * 

[0095] ft*$, 0 1 1 tc7n§*i4f&<D«tid®8t -r 10 

ftfofc. 3>7->?lMMI$l 1 0. H^3a>L»ttiSin 
20, I D*flJg6Bl 3 0. 3>-r>7^SBl 4 0, I 
DHKff SB 1 5 0 RtfEIWI?* - 16 0**. Jb^L 

[0 09 6 3 «T, 0 1 2 SSP©S!)fP«: 
o^tlS^tS. *r. :/y>*20tt. I D#HflpB2 
1 0fct&*Al/C*SS#© I D4Ui^i3>hn-7 

i o tcjifrj-f £ ( i Daft) . tB*«aa=> > h b-9 i 

Ott. C© I D*3 6Kn>T->^f : -^«it&^g3 0 
ceafcrr* ( I Diifci) . 3>f>';f-$MSS3 20 
OB. C© I D L/tf #8©-§P<t itt y v-r 

~f^>7->'^y : - Sit L/tHj*gg3>hQ-7 1 

[0 097 ] «ptc. ^IttfeCJ&SHcte^T^ 3>f-> 

vr-*Mmr&wi&m**:mtimma> ha— 5 1 
o«cji*nT£ (R^flmaft) . 

[0 09 8]fflMl3>ha-7lOB, 30 

EPgiJ-r- $ «m»rEPll«m». JES&cEpgiJ-C^fcfrS 
*»*jft-S-HJWS**ffi*«l«3> Ha— 5 1 0K*tLT 
jlfcrf* (EflMti*a*D> . 

[0 099] ftfc. 0 1 2 tCfc^Ttt. ^tfffiaft*5 

trtonfca. w*«b=i> ho-? 1 0 tenets i d*ij 
[0 1 0 0 ] tb^S3> hP-^jcfc^rtj. Rsfett 

$Sffif#a5 19 0. K£*4&aap 192. s^-jasrss 1 9 
4{Cj:o-C. gfe£t&#©ijm. BrJ©BfHS©g|l£tiNfi© 

m&mMfi ayf-isyr- zmtzmm 3 0 m<Dw^^mm 
mmm 8 otcaftsns (ft»nma*i) . 

[0101] cct, ^M(DBt&icis^xi>. ffi&O 
fc. saawaBTfTtottsaaaecHiyT. iw&a-ic-eo 50 
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*&artgAsft6 nfc ») sda s nfc •) -r -5 c t *i» < /c* 
tc. j»>AUi?^*y>^*a*fflt»-ciaa^n^A 

[0102] frfc. ±ac3fciii3«z«i«w)»»tc*ji>"c 

«. 03KC^5(c^i*ttSffl;fci&g=i> 1 0 

M3>f>7 t^- zm&gm. 3 o^-^iLtsi 

ttffi'^SgB 3 8 0. If £tf$RIR?#S|5 190. i$£f«?m 
3J19 2. R&m+fcm&l 9 4£«*.SJ:!>K:a3&t, 

MUtfAil S4K:^$nSfc©*-^-^<!:L/Tfea 

06iC7n3ft.z>fe©£'<-;*<!; Uiife>. 
[0103] 

-*©tfet&B#K:. 3>?->y?*~*«jEftKfi]A(inBft 

> ? ©*fHf J: *» a«WC ft 3 ti» 4 C 4 i ft 4 . 
[0ffi©ffi¥ftI&?B] 

[01 ] *^©MM>»»Me£a:3>^>^--irtt 
t&^^-f-A©«HS»(K^THr*S. 
[02] ##!HjcDJfi i ©g£Jt©08gK: £ £ n >ir >■;/ ^ 

[03] *^©Sl©HIS©0fl§K:j:S3>-?->^7 : 
-3f«»J/^f-A(cafflnIffiftW**«3> hn-7S 

0*7* y > £ ©— w% jn-T0-c*> s . 

[04 ] *mi<Dm 1 (DZmoj&l&icJzZzi^TSy-f 

-f «»s/^f-A(ca«Bittfta*««3> ho— 
c^^" y > £ ©flij©pii?:^-r 0r* 

[05 ] *mi<Dm 1 ©H)5S©^SI(cJ:5a>7 i >^7 c 
-*#MSS'*^AKaJBWtBft3>^>yf*--* WMt 
s©— ^^r^-r 0-C * -5. 

[06] #£Pj©Sj| i ©SUS©0Sg{c «fc^a>7">->7 r 

g©ffe©#i *^-r 0 r * s . 

[07] *^Hj©^2©^Sfi©^SItcJ:2.3>T-> < >7 r 
-* «*&->x^A«:afflpltfe^(ll^S='> hp-?© 

[08] *^Bj<D^(2©^ife©fl5«iicJ:.5n>7->^7 r 

g©-^*7K-r0r*4„ 

[09] ^HJ©^2©HSfi©ff^cJ:-5»n>7 u >->7 :: 
- £ 0M&f ^ f A©«BgaftfP€: m-r 0 -c* . 
[010] ^9!©*3©3W©JIHBCej:33>^>? 
f «t&->^ f-Atcaffl^Jttft 3 >f f*- jrftfe 

^g©-fiai**-r0 f* -5 o 
[011] *««©IB3©SUt©JBffi«:«fc«3>7 , ->^ 
f-f flttfti'Xf A(caffl?IttftlH**ai=i> h o— 5 

©— ^=&^-r0f*-S). 

[012] *^©®3©H{S©^CCj:S3>7 i >^ 
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10 tB^t3>FO-7 . 

1 1 o n>f->->atffg)5 

120 S^S^l/tttHSP 

13 0 I D*IJS95 

140 3>-f>7^SP 

15 0 I DEK#§i3 

1 6 0 EPBOt*- 

170 H^S*>Lf$A8B 

1 8 0 sgaESB 

1 8 2 Bg-^ffcgp 

1 8 4 flWfMU 

1 9 o msmmmm 
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* 1 9 2 S£fcfgtffigP 

1 9 4 n+fcrnw 

20 <5 r, ;>ar) 

2 10 I D&JflSB 

2 2 0 EPgOSC 

3 0 r^T^'^-^tftifSgS 
310 =J>f>-;>te&*lSB 

32 0 S^8*>l,#A8B 

330 rn&u 

10 3 4 0 I owim&i 

3 5 0 SSSESP 

3 6 0 tPHbtt 

3 7 0 Bg-SUfcSfl 

* 3 8 0 H&fffmtilAI 



II ] 




10 

} 


20 

















[B2] 



[03] 



3> 



IDS 551 



30#6 



110 



120 



130 



30^ 







SMS 












£&8 







20 



210 



220 



was 



(15) 



2002-176551 



[04] 



[05] 
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jomn 
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area 



,170 
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150: 
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120 



130 
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[07] 
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1 





182 



J£0 
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20^ 
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[08] 



310 



350 
_2_ 



320 



340 

i 



-10fc 



360 



330 
—L 



370 



10] 



310 
£ 



320 



wan 



380 
L 



340 
2. 



-10*6 



30^ 



30*6 



180 



R«8 



192 



330 



[011] 

30*6 
1 110 



mugs 



120 



130 



140 



30^ 



150 



20*6 
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AUKfit 







-20^ 



(17) 
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[012] 



3> hP-7 



(51) Int. CI. 7 

H 0 4 N 7A73 



wjosa# 

6 2 0 
6 4 0 



F I 

H 0 4 N 7/173 
B 4 1 J 29/00 



640A 5C0 64 
Z SCO 7 6 



F £ - A (##) 2C061 AP01 BB17 CLIO 

2C087 AA13 BA03 BA04 BA05 BD12 

DM3 
2C187 GD01 

5B057 AA11 CA08 CA12 CA16 CB08 
CB12 CB16 CE08 CG05 CH08 

5C052 AAH DD02 FA02 FA03 FA07 
FB01 FB05 FC04 

5C064 BA02 BB02 BC07 BC20 BC25 
BD03 BD09 

5C076 AA14 BA03 BA05 BA06 



